ISS - University data network — VPN Service — Windows XP Setup Guide
	This is a guide to configuring Windows to use the VPN (virtual private networking) service. This is required for connecting to resources and services which are restricted to the soton.ac.uk domain connections only.

	Before you begin

1. You do not need the VPN service if already connecting via the ISS dial-up/ISDN modem services. 
2. Please read all of the information on this web page first http://www.soton.ac.uk/iss/computing/net/vpn/
3. Please note, before you can connect to our VPN server you must already be connected to the internet via your normal network, broadband or dialup service.
4. Click here or go to http://www.soton.ac.uk/iss/computing/net/vpn/vpndomaintestphp.php to check whether your connection is already within the soton.ac.uk domain (i.e. you are on the university network), if so, you do not need the VPN service to access university online resources.
5. These instructions are intended to work for most computers. If you experience difficulties, please contact our ISS ServiceLine for advice. 

	1. The Network Connections window

Click on Start, (if XP Home edition then click, Settings), then Control Panel, (if XP Home edition, then click Network and Internet Connections), and finally double click Network Connections. 
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	2. The Connection Wizard welcome window

Within the ‘Network connections’ window, Either click on Create a new connection from the ‘Network Tasks’ bar on the left hand side. 
Or click File then New Connection… from the menu bar at the top. 

This will start the New Connection Wizard. 
Click Next to continue.


	[image: image3.png]New Connection Wizard

Network Connection Type
‘What do you want to do?

O Connect to the Internet
Connect to the Intemet 5o you can browss the Web :

© Camnect 5 the nelvaik at iy Workplace
Connect to a business netwark (using dial-up or VPN)
< s, o vt o s,

O Set up a home o small office network
Connest to an exising home or smal ofic network o

O Set up an advanced connection

Cornest dtectly to anather computerusing your seria
set up this computer 5o that other computrs can con



 

	3. The Network Connection Type window
Select 'Connect to the network at my workplace' then click Next. 


Note. If this option page is not identical, perhaps due to it being a different version of Windows XP then look for the most similar option. Also Option 3 - "Set up a home or small office network" does not appear when using the updated version of Windows XP (Service Pack 2).
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	4. The Network Connection VPN window
Select 'Virtual Private Network connection' then click Next.
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	5. The Connection Name window
Enter a suitable name for the connection — for example, 'University VPN connection' as shown. This name is only for descriptive purposes and does not dictate how the connection works. 
Then click Next.
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	6. Specify your preferred Internet Service Provider (ISP) (optional)
Next, a window may appear asking you to specify your preferred Internet service provider (ISP) to use for the VPN service. If you plan to already be connected to the Internet every time you try to start the VPN connection then you can select "Do not dial the initial connection". For example if you have broadband or a network connection.

Otherwise you may choose whichever Dialup ISP is convenient for you and it will dial this connection first, connecting you to the Internet, and then connect you to the VPN server.



	7. The VPN Server Selection window

Type in:

vpn.soton.ac.uk
as the host name of our VPN server, then click Next.
Important: This server name must be written correctly with no spaces for the VPN connection to work.
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	8. The final wizard window

The final wizard window should appear. 
You can tick 'Add a shortcut to this connection to my desktop', and then click Finish.
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	9. Starting the VPN connection

The basic settings are now complete, and you can try out the connection.
Please remember, before you can connect to our VPN server you need to be connected to the internet via your normal network, broadband or dialup service.

The connection login should have appeared, and you can enter your ISS username and password in the appropriate boxes. 
If you tick the 'Save this username...' box, your ISS username and password will be saved on your PC's hard disk. There is a risk that unauthorised access to your hard disk may result in someone retrieving your password, so you should refrain from ticking this box.
Then click Connect. 
(If you are asked for a 'Domain', set this to SOTON or type SOTON\ in front of your username.) 
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	10. Connecting to vpn.soton.ac.uk 
This window will appear, saying “Connecting to vpn.soton.ac.uk” and then if successful will say “Verifying username and password”. 


If successful, the connection should complete, and a small icon should appear in the ‘task bar’ in the bottom right hand side of the screen as shown.
If this connection process fails please consult our     VPN Support and Troubleshooting web page (http://www.soton.ac.uk/iss/computing/net/vpn/troubleshooting.html). 
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	11. Using the VPN connection
You should now have an active and encrypted VPN connection between your computer and the University network. You should now be able to access various university online resources and services as if you were on site. Any visits to external Internet websites will be routed via the university network and firewall restrictions may apply.
Note: Older Novell servers which use the IPX protocol cannot be accessed through this service, since this service allows only the standard Internet IP protocol.

	12. Connection status and disconnect window
Whilst connected there should be an icon in the bottom right ‘task bar’ showing your VPN connection status.

You can check the connection status by double-clicking the ‘task bar’ icon. 
For the advanced connection information of your VPN connection click 'Properties'.

Clicking on 'Details' Will show you your Internet Protocol (IP) address details. It should be in the form 152.78.xxx.xxx (replace the xxx with numbers).
To Disconnect from the service simply click Disconnect.
(You can also disconnect from the ‘Network Connections’ window).
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	13. To start the VPN connection again

Follow step 1 again and open the Network Connections window from the control panel.

Here there will now be a new icon called “University VPN connection” (or what ever you named it).

Double click on this icon to start the connection again (remember to be connected to the internet first).

Alternatively, you should have chosen to ‘Create a shortcut icon on you desktop’ during the setup process, so you could double click on that instead.
	

	These instructions are intended to work for computers running the Microsoft Windows XP operating system.

If you experience difficulties, please see the VPN (virtual private networking) service and VPN Support and Troubleshooting pages (http://www.soton.ac.uk/iss/computing/net/vpn/) for more information or contact our ISS ServiceLine for advice (See http://www.soton.ac.uk/iss/essentials/about/contact.html).
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