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Abstract—To enhance secure communications, we deploy the
dual-polarized antenna arrays at communication nodes of the
multi-input multioutput (MIMO) system, where the base station
communicates with multiple legitimate users in the presence of
an eavesdropper. We also adopt the dual-structured precoding in
which a preprocessing matrix based on the polarized array spa-
tial correlation and a linear precoding based on the instantaneous
channel state information (CSI) are concatenated. We design this
dual-structured multiuser linear precoding under three cases. In
the first case, given perfect global CSI, the secrecy rate optimiza-
tion problem is formulated and transformed into the weighted min-
imum mean square error (MSE) problem, which can be effectively
solved by the block coordinate decent method. In the second case,
where the eavesdropper’s CSI is unavailable, an artificial noise is
generated to confuse the eavesdropper by minimizing the infor-
mation transmit power subject to a preset MSE threshold for the
recovered confidential signals, which can be solved by an efficient
iterative algorithm. In the third case of imperfect global CSI, the
robust optimization for secure communications is performed by
minimizing the largest received MSE among the users subject to
the total transmit power constraint, which can be reformulated
into a biconvex semidefinite programming problem and solved by
an efficient alternating convex optimization. Simulation results are
included to demonstrate the excellent performance of our proposed
designs over the conventional single-polarized array-based designs,
in terms of achievable secrecy rate, minimum transmit power, and
the MSE of recovered confidential signals.

Index Terms—Physical layer security, dual-polarized MIMO
system, dual-structured multi-user linear precoding.

1. INTRODUCTION

ULTIPLE-input multiple-output (MIMO) offers a key
M technology to support higher data rate and to improve
the energy and spectral efficiency. In order to attain the avail-
able maximum multiplexing and/or diversity gains in MIMO
systems, the antenna spacing must be at least ten wavelengths
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[1]-[3]. Consequently, the deployment of antenna arrays,
particularly large-scale arrays, may be difficult due to the de-
vice space limitation. Even when an antenna array can be
deployed, the unavoidable mutual coupling and high spatial
correlation among antenna elements are not negligible [4]. The
multi-polarized antenna array is proposed as an effective so-
lution, which exploits the polarization difference of the elec-
tromagnetic (EM) waves in wireless channels to reduce the
array spatial correlation and to realize the robust and compact
communication devices [5], [6]. In particular, it was demon-
strated that the dual-polarized antenna elements have low spa-
tial correlation, compared to the conventional single-polarized
antenna array, owing to the fact that the orthogonally polar-
ized EM waves experience independent fading in both line-
of-sight (LOS) and non-line-of-sight (NLOS) scenarios [7],
[8]. Moreover, given the same number of antenna elements
and with the same spacing among co-polarized array ele-
ments, the size of a single-polarized antenna array is twice
that of a dual-polarized antenna array. Hence, in our work,
the dual-polarized array is deployed at each communication
node of the downlink (DL) MIMO system.

When the MIMO system operates in the frequency division
duplexing (FDD) mode, where the uplink and DL channel reci-
procity does not hold, the DL channel acquisition consumes
huge amount of training overhead [9]. For conventional single-
polarized MIMO, to reduce the burden of DL channel acqui-
sition at base station (BS), a dual-structured linear precoding
scheme was proposed, in which a preprocessing operation based
on the spatial covariance matrix and a linear precoding utilizing
the instantaneous channel state information (CSI) are concate-
nated [10], [11]. Generally, the spatial correlation varies slowly,
compared to the instantaneous CSI, and thus it can be obtained
accurately with a low feedback cost [11]. Therefore, we also
adopts the dual-structured multi-user linear precoding as an ef-
fective means of reducing the channel feedback overhead for
dual-polarized MIMO systems. As a benefit of the orthogo-
nally polarized channel characteristics, the spatial covariance
matrix of the dual-polarized MIMO channel is block-diagonal
and, consequently, the design of the dual-structured precoding
for the dual-polarized MIMO has a lower complexity than that
for the single-polarized MIMO.

Traditionally, the multi-user linear precoding scheme has
been widely adopted in MIMO systems for effective infor-
mation transmission. For example, in [12] a linear precoding
scheme was proposed to improve the multi-user MIMO system’s
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error performance by relaxing the signal-to-leakage-and-noise
(SLNR) maximization. The work [13] jointly designed the op-
timal linear precoder and decoder for MIMO channels based
on a weighted minimum mean square error (WMMSE) cri-
terion under the transmit power constraint. In [14], a simple
matched-filter precoding was applied to enable large power ef-
ficiency gain for massive MIMO. However, for multi-polarized
antenna based MIMO systems, less attention has been paid to
the multi-user linear precoding design and, therefore, the promi-
nent advantage of polarized array may be under-utilized. In [15],
a dual-structured linear precoding combing with the subgroup-
ing method based on polarization was proposed for the dual-
polarized MIMO system to achieve the maximum system capac-
ity. The work [16] designed an adaptive channel subspace sam-
pling algorithm to estimate the millimeter wave beam-alignment
vectors for the multi-users in the dual-polarized MIMO sys-
tem. Our main objective is however focusing on physical layer
security.

Owing to the openness of wireless links, any receiver located
within the communication range of the transmitter can receive
the transmitted signal naturally. As a result, the security issue
is a paramount concern in wireless communications [17], [18].
The physical layer security has emerged recently as an effec-
tive means of avoiding malicious wiretap as far as possible. The
concept of physical layer security was firstly defined by Shannon
[19]. Then Wyner [20] introduced the wiretap channel model
and defined the secrecy capacity at which the information trans-
mission is reliable irrespective of the amount of information
leakage to the eavesdropper. Expanding the work of [20], a
Gaussian degraded wiretap channel was investigated in [21].
Based on these theoretical fundamentals, a large amount of lit-
erature were produced focusing on the physical layer security
of various multiple-antenna systems [22]-[28]. Specifically, a
security beamforming strategy was designed for the multiple-
input single-output (MISO) system in [22], [23], the single-input
multiple-output (SIMO) system in [24], and the MIMO system
in [25]-[28]. In particular, to effectively balance the security
performance among different links of an MIMO network, the
work [25] proposed a game theory based collaborative trans-
mission scheme, while an artificial noise scheme was proposed
in [26] for secure communications of the two-way relaying
MIMO network under a realistic scenario that the CSI of eaves-
dropper is unavailable. Further extending these research, the
work [27] jointly designed a matched-filter data precoding and
a null-space or random artificial noise scheme for secure com-
munications of the multi-cell massive MIMO system, while in
[28], several data precoding schemes were considered to inves-
tigate the achievable ergodic secrecy capacity region of massive
MIMO.

There also exist some literature considering the security issue
in the multi-polarized system [29], [30]. For example, the work
[29] introduced a simple polarization encoding scheme to en-
sure that the spatially separated multi-receivers can operate in
parallel secretly. To the best knowledge of the authors, however,
there has been no related work addressing the physical-layer
security of the dual-polarized DL MIMO system so far. Hence,
it is significant and valuable to consider the dual-structured
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multi-user linear precoding design for secure communications
in the dual-polarized DL. MIMO system, which motivates our
current work.

In this paper, we model the dual-polarized DL MIMO, in
which a BS with a dual-polarized antenna array transmits multi-
ple data streams to multiple mobile users (MUs), each equipped
with a dual-polarized array, at the presence of an eavesdropper
that is also equipped with a dual-polarized array. We adopt a
dual-structured multi-user linear precoding scheme, which in-
cludes the preprocessing based on the spatial covariance matrix
and the subsequent linear precoding based on the instantaneous
CSI, to realize secure communications of the dual-polarized DL
MIMO system. The spatial correlation based preprocessing ma-
trix is optimized by utilizing the block diagonalization, while
the design of the linear precoding depends on whether the eaves-
dropper’s CSI is available, which is discussed in details in the
following three cases.

1) Under the ideal senario that the perfect global-system CSI
is available, the secrecy rate maximization problem is formu-
lated, which is however nonconvex and difficult to solve di-
rectly. In order to solve this challenging optimization problem,
the WMMSE based equivalent transformation is conducted and
a block coordinate decent (BCD) iterative algorithm is proposed
to achieve the maximum secrecy rate.

2) Under the realist scenario where the CSI of eavesdropper
is unavailable, an artificial noise scheme is applied to interfere
with the eavesdropper for the sake of achieving secure com-
munications. Because the artificial noise is constrained by the
total transmit power, in designing this scheme, we minimize
the information transmit power subject to a preset mean square
error (MSE) threshold for the recovered confidential signals.
An iterative algorithm is proposed to decompose this optimiza-
tion problem into a standard quadratically constrained quadratic
programming (QCQP) subproblem and a closed-form minimum
MSE (MMSE) based receiver filter design.

3) Further considering practical situations with imper-
fect global system CSI which arise owing to channel
estimation or feedback error, the worst-case optimization is per-
formed to achieve secure communications, in which the largest
received MSE among the MUs is minimized subject to the total
transmit power constraint. By reformulating this challenging op-
timization problem into a biconvex semidefinite programming
(SDP) problem, an alternating convex optimization (ACO) al-
gorithm is proposed to perform the SDP optimization separately
for different groups of optimization variables.

Our simulation results show that all the aforementioned it-
erative algorithms, corresponding to different availabilities of
CSI, achieve good convergence performance. We also explicitly
compare the achievable security performance of the pro-
posed dual-structured precoding for dual-polarized MIMO with
those of the dual-structured precoding for conventional single-
polarized MIMO under all the three CSI scenarios. Our simu-
lation results confirm that the former outperforms the latter, in
terms of the secrecy rate, the minimum transmit power and the
MSE of recovered confidential signals. Thus, in addition to pro-
viding more compact antenna array which is beneficial for prac-
tical implementation as well as imposing lower computational
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complexity in designing the dual-structured precoding, the dual-
polarized MIMO offers the performance advantage, compared to
the single-polarized MIMO. Additionally, we apply the standard
MIMO precoding schemes [26], [28], [31] to the dual-polarized
MIMO system and use their achievable security performance as
the benchmarks for the three respective CSI scenarios. Although
outperforming the proposed dual-structured precoding scheme,
these standard MIMO designs require the full instantaneous CSI
which is difficult to acquire in practice and they impose huge
channel feedback overhead. Moreover, these standard MIMO
precoding schemes impose much higher computational com-
plexity than the proposed dual-structured precoding design.

The rest of this paper is organized as follows. Section II intro-
duces the dual-polarized system model and the dual-structured
multi-user linear precoding. In Section III, the dual-structured
multi-user linear precoding designs given the perfect CSI of all
BS-MU links are presented for the ideal scenario of perfectly
available eavesdropper’s CSI and the realistic case where the
eavesdropper’s CSI is unavailable. Section IV details our pro-
posed robust design for achieving secure communications under
the practical scenario of imperfect global CSI. The simulation
results and our conclusions are given in Sections V and VI,
respectively.

We adopt the following notation conventions. The normal-
faced lower-case letters denote scalars, while bold-faced
lower-case and upper-case letters denote vectors and matrices,
respectively. The imaginary axisis givenby j = v/—1. The trans-
pose, conjugate transpose, inverse and pseudo-inverse operators
are denoted by ()T, (-)!, (-)7! and (-)', respectively, while
||, ]l - |l and || - || denote the absolute value, Euclidean and
Frobenius norms, respectively. The operator @ denotes the Kro-
necker product and ® denotes the elementwise multiplication of
two matrices, while Tr(+) and det(-) denote the matrix trace and
determinant operators, respectively. Iy is the N x N identity
matrix, and O is the zero matrix/vector of appropriate dimen-
sion, while 1,, .,, denotes the m x n matrix with every element
equaling to 1. A > 0 and A = 0 indicate that A is positive and
semipositive definite matrix, respectively, while A = B means
that A — B is semipositive definite. F[-] denotes the expectation
operator. [A],, ., is the sub-matrix containing all elements from
the mth column to the nth column of A, and diag{ay,--- ,an }
is the diagonal matrix with the diagonal elements ay,--- , ay,,
while Bdiag{A;,---, A,, } is the block diagonal matrix with
Aq,---, A, atits block diagonal positions. The ith-row and
jth-column element of A is given by Al; ;. H | denotes the
orthogonal projection matrix onto the null space of H, and
[a]t = max{a, 0}. Table I lists the main variables used in this
work.

II. SYSTEM MODEL AND DUAL-STRUCTURED
LINEAR PRECODING

Without loss of generality, we consider a single-cell DL sys-
tem which consists of one BS equipped with /N, polarized
antennas, K legitimate MUs, each having N, polarized anten-
nas, and one eavesdropper with N, polarized antennas. Here,
Ny, N, and N, are all even numbers. As shown in Fig. 1, the BS,
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TABLE I
LIST OF MAIN VARIABLES
Variable Definition
N¢, Ny, Ne | Numbers of antennas at BS, MUs, eavesdropper
K Number of MUs
Sk Desired data streams for kth MU
H;, H, Channel matrices from BS to kth MU, eavesdropper
Vi Precoding matrix for kth MU
By, Preprocessing matrix in dual-structured precoding
Py Linear precoding matrix in dual-structured precoding
H kj Virtual channel jth MU — kth MU in perfect CSI
Wi, N Auxiliary variables of the BCD method
Hy; Virtual channel jth MU — kth MU in unknown CSI
M, Receive filter for kth MU
MSE, Covariance matrix corresponding to M,
H, ko H, e Nominal channels BS — kth MU and eavesdropper
A;ﬁ, A Channel uncertainties for kth MU and eavesdropper

BS

. I MUx

I Eve

The dual-polarized MIMO downlink system.

Fig. 1.

each MU and eavesdropper are deployed with N; /2, N, /2 and
N, /2 pairs of collocated vertically/horizontally polarized an-
tennas, respectively. Based on this structure, the received signal
vector ;. € CN at the kth MU is expressed as

).
h
Yk

yr = = H}'z + ny, (1

where y! € CV/2 and y}! € C**/2 denote the received signals
at the kth MU with the vertical and horizontal polarizations,
respectively, n;, € CVr represents the channel additive white
Gaussian noise (AWGN) vector with £/ [nk ng] = O']% Iy, . ie.,
ng ~ CN(O, 0,3 Iy, ), and H;, € CN'*Nr denotes the channel
matrix from the BS to the kth MU, while x € C"* is the linearly
precoded transmit signal vector for the K’ MUs. Given the data
vector s, € C% and the precoding matrix V' € CNt*? for
the kth MU, where 1 < k < K, x is generally expressed as

.
x = Z Visy. )
k=1

For simplicity, we assume d; = --- = dg = d,. Furthermore,

the maximum transmit power P, is imposed on x as
E[llz]?] = S5, (Vi VE) < Prax.



4180

A. Polarized Channel Modeling

Similar to [32], we assume that the spatial covariance matrices
are the same for the both polarizations.1 For the kth MU, de-

Ny

note its polarized spatial covariance matrix? by R% € C =
Further arranging the r; non-zero eigenvalues of R} in
decreasing order of magnitude v, > vy > --- > 7, , where
generally 7, < 5t, we have the diagonal matrlx A, = diag{~,

Y, } and the unitary matrix Uy, € C 2" 270 which consists
of the corresponding eigenvectors of R} .

According to [6], [15], the dual—polarized DL MIMO channel
matrix Hj; can be expressed as

e

where 7, is the correlation coefficient between the horizontally
and vertically polarized antennas which is generally closed to
zero (1, =~ 0) according to [6], and G'j;, whose elements follow
the circularly symmetric Gaussian distribution with zero mean
and unit power, are defined by
th
; ] : @

a - |
k= Gih Ggh

in which GI'" € C™*7%" for m,n € {h,v}, while the matrix
X is mtroduced to 1ndlcate the power imbalance between both
polarizations and it is expressed as

\/ﬂ ; ®

1
X =
vx o1
in which 0 < y < 1 is the inverse of the cross-polarization dis-
crimination (XPD) metric representing the channel’s ability to

separate vertical and horizontal polarizations [33]. Thus the po-
larized channel modeling (3) can be rewritten as

L GV XGhU
H, = (12 ® (UkA;f,)) : vh \thk
VXGi G
1 L
UwAfG)'  JXUWAFG)| [Hy H)Y
= L L ~|E m1Y ©
VXURAL G UiA; GY! co

and the covariance matrix of H; is given by

(1+x)R} 0 ]

R = @)

0 1+ x)RE

Similar to (1), we can formulate the wiretapped signal vector
y. € CNe at the eavesdropper as

y. = H'z +n,, @®)

where n, ~ CN (0,021, ) is the AWGN vector at eavesdrop-
per and H, € CV**Ne is the channel matrix from the BS to

'In fact, our design is equally applicable where the spatial covariance matrices
are different in the two polarizations.

ZRz includes the effects of both the antenna correlations at the BS side and
at the MU side.
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eavesdropper with the same form as H;,, namely,

i Grgq; GQ?)
Hn:(b@ <U6A2)> vh \/%hhl 1
VXG G
U. Aé GV \/QU(; Aé th l 11 hf|
Aot et O
1 vh hh
XUAIG! UALGH | |[H" H

in which A, € C"*" is the diagonal matrix whose diagonal
elements are the . non-zero eigenvalues of the eavesdropper’s
polarized spatlal covariance matrix RY?, and the unitary ma-

trix U, € C7 %7 consists of the correspondmg eigenvectors
of R?, while the elements of G™" € C™ %", m,n € {h, v},
follow the circularly symmetric Gaussian dlstrlbution with zero
mean and unit power, similar to G}'".

B. Optimal Linear Precoding

Generally, the metric called achievable secrecy rate [33]
is adopted to measure the security performance of the dual-
polarized DL MIMO system, which is expressed as

+
leIk sk, k) — Lo (s1, - ',sK,ya], (10)

where T, (s, yi) and I.(s1,- - , Sk, y.) denote the mutual in-
formation between the BS and kth MU and between the BS and
eavesdropper, respectively, which can be expressed as

I (sk, yx) = log det

X (IN,. +

Ie(sla"';SKaye) 1Ogdet<IN +— ZHHkaI.H>

12)

HI];-IVkVEHk 11
’7 v ovim, ) D
oy, +3 4 HV;VIH,

assuming Gaussian channels and stochastic encoders.

The optimal linear precoding design should maximize the
secrecy rate R subject to the system’s power constraint. This
leads to the following secrecy rate maximization problem

K HI'V,VIH,
det (Hk:] (I]\*T + o2 In, T2 1 Hf‘ vV, Vii H,

det (IN( + A, HEV, v He)

max lo
Vi &

b

K

sty Tr(ViVi) < P (13)

k=1

Unfortunately, the objective function in (13) consists of mul-
tiple generalized Rayleigh quotients. Therefore, this optimiza-
tion is nonconvex and it is difficult to solve. Although numerical
methods, such as Newton method, can be utilized to search for
the optimal solutions, the associate computational complexity
is huge and the convergence to an optimum cannot be guar-
anteed. In order to reduce the system feedback cost and the
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optimization complexity jointly, a specially structured linear
precoding scheme is adopted to exploit different availability
levels of the eavesdropper’s CSI.

C. Dual-Structured Linear Precoding

The dual-structured linear precoding scheme [10] is based on
the spatial covariance matrix, i.e., the long-term CSI, and the
instantaneous CSI jointly. In particular, the precoding matrix
V. for the kth MU can be formulated as

Vk:Bkkak:]-v2a"'7Ka (14)

where B, € CY*L is a long-term CSI based preprocessing
matrix and Pj, € C**% is the linear precoding matrix based
on the instantaneous CSI H EBk,. The design parameter L de-
termines the transformed channel dimension via the long-term
CSI, and generally L satisfies d;, < L < 2rp < N;.

The preprocessing matrix By, is optimized by only utilizing
the long-term CSI, which is generally slowly varying and can be
accurately obtained with the low feedback overhead. Therefore,
we can firstly design the long-term CSI based preprocessing
matrix By, and then apply it to the following design of Pj.
Note that with the block diagonal structure of the channel co-
variance matrix Ry, the block diagonalization is also applied to
the optimization of Bj,.

Specifically, in order to avoid both the interference to other
non-intended MUs and the information leakage to the eaves-
dropper, the optimal By, 1 < k < K, needs to be designed to
meet the following condition

H!B;~0, Vj+#k H!Bj~0. (15)

To obtain B, that satisfies the above condition, we can utilize
the block diagonal structure of Ry, in (7). First, for the kth MU,

N .a .
we define the matrix U_j, € C 7 *(Xj#x 77 +7¢) gg

U= [61 Uy U, Upyy "'INIK], (16)

where U, = [Uk]m; , rf <y, and 7} is a design parameter
determining the number of dominant eigenvalues of RY, while
the entire U, is used in U _;,. By deriving the orthogonal space
of U _, the complete information leakage from the kth MU to
the eavesdropper and the partial interference from the kth MU
to other non-intended MUs can both be suppressed. Thus, the
singular value decomposition (SVD) of U _, is firstly performed
to find the orthogonal space of U _, that is,

A,
Vi,

U =[Q% QL] (17)

Al

where the diagonal matrices A”, and A', contain the
> itk T? + 7. dominant singular values (SVs) and the % —
> ik TS+ 7.) non-dominant SVs of U _, respectively, Q" ,
and Q', compose of the left singular vectors corresponding
to the SVs contained in A", and A',, respectively, while
V _j consists of the right singular vectors of U_j. Natu-
rally, we can obtain the orthogonal space of U_j, as Q' €

CF S e, (QY,)HU_, = 0. Based on this,
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the optimal structure of Bj, utilizing the block diagonalization
is determined as

B, =1, ® Bj, B} = Q" F}, (18)

a L .
where Fk eC (F-=(Z 7§ +r0)) %% can be derived from the

effective channel
— H
H,=(I,®Q',) H;

of the kth MU. More specifically, the covariance matrix of ﬁk
is given by

19)

R =(1,2Q,)"Ri(I,2 Q")
=
1+ xR, 0
(a0 1w
0 (1+x)R;
where R, = QL )HRpQ1 Then F; is determined by the

dominant eigenspace of Rk To be specific, the eigenvalue de-
composition (EVD) of Rp is given by

R, = F, A F), 1)

— (Zﬁék 7% + 1), ) } dom-
inant eigenvectors associated with Rk As a result, Fy =
[F't]y. 1 is obtained which is then substituted into (18) to obtain
the optimal preprocessing matrix By, denoted as B7,.

It is clear that through this preprocessing, we can project the
transmit signal for the kth MU onto the L-dimensional dom-
inant eigenspace, which is orthogonal to the partial channel
eigenspaces of other non-intended MUs and the entire channel
eigenspace of the eavesdropper, that is, H} Bj ~ 0 whenrj is
approximately equal to 7, and H!B; =0,Vj,k=1,--- | K
and j # k. As the rank of ﬁf is rank(RZ) = min{%t —
(2_j25 7 +re)sri}, the values of rji and L should be cho-
sen to satisfy the constraint

where F'j, consists of the min{ g

dy <L <minq Ny —2 (Y rf+re |,2r 5, V.
itk

(22)

For brevity, we assume r{ = --- = rf = r. The choice of r
determines the trade-off between the dimension of the orthogo-
nal space Q' , and the design freedom of the precoding matrix
P, € CL*4 To be specific, if we choose 7 close to 7., Vk, the
more perfect orthogonal space for the kth MU can be found,
which means that more interference to other non-intended MUs
can be suppressed. However, it is clear from (22) that with the
increase of r, the range for L decreases. As a result, the design
freedom of Py, is reduced significantly, which may degrade
the system performance. Thus, the value of r has important in-
fluence on the performance of the dual-polarized DL MIMO
system, specifically, the achievable secrecy rate and MSE. In
addition, it can be seen that the design of P, for 1 < k < K
mainly depends on the instantaneous CSIs of the kth MU and
the eavesdropper.

In most practical communication scenarios, the eavesdropper
is generally hidden from the BS, and its CSI is unavailable.
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When U, is unavailable, we cannot design the precoding matrix
Bj; according to the above analysis. Instead, we can only design
the precoding matrix, denoted as B}, based on

— —~ ~ ~ ~ Ny .a
U*k = [Ul "'kal Uk+1 UK] S CTXE"%’;’,]a (23)

in a similar way. Clearly, such a design can only achieve
H ? By = 0, Vj # k, and it cannot suppress the information
leakage to the eavesdropper.

III. DUAL-STRUCTURED SECURE LINEAR PRECODING DESIGN
BASED ON PREFECT CSI

We assume that the perfect CSIs between the BS and all le-
gitimate MUs are available. As for the eavesdropper’s CSI, the
two cases are discussed. In the first case, the eavesdropper is
a legitimate and active but non-intended receiver. In this case,
the eavesdropper’s CSI can be obtained via a standard training-
based channel estimation technique. The precoding matrices
By, Vk, designed in Section II-C, are capable of suppressing
the information leakage to the eavesdropper. In the second case,
the eavesdropper’s CSI is unavailable to the BS. In this case, the
precoding matrices By, Vk, cannot block the the information
leakage to the eavesdropper, and an artificial noise scheme is ap-
plied to resolve the problem. We now detail the linear precoding
designs for the both cases.

A. Perfect Hy, and H,

Since H . is known, the optimal preprocessing matrix B
can be applied to completely cancel the information leakage to
the eavesdropper. Consequently, the received signal (1) at the
kth MU can be rewritten as

_ 1 _ 1
yr = H; Pys; + ZijPJ’Sj +ny,
7k

(24)

where Hy.; = (B})" Hy, 1 < k,j < K, while the wiretapped
signal of (8) becomes

Yo = n,. (25)

Therefore, by defining By, = (B})" B} € CL*L, the secrecy
rate maximization problem (13) is transformed into

K
max ]; log det <I N, t

e _
A p.PH,, )
— H —_ b)
o1y, + 24k H, ,P;PH,,
.
S.t.ZTI' (PEBk;Pk) S Rnax-
k=1

(26)

To tackle the above nonconvex problem, a WMMSE transfor-
mation based BCD algorithm is proposed. More specifically,
through the WMMSE transformation, the problem (26) can be
transformed into an equivalent problem by introducing other
variables. First, we have the following lemma.
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Lemma 1: Define a matrix function E(IN, P) € C% *% for
any given H € CI*N D € CV*Nr and D = 0 as

E(N,P)= (I, - N"H"P)(1, — N"H"P)"

+ NUDN, (27)

where N € CVr*4 and P € C1*%  Then the following equal-
ity holds
logdet(Iy, + H'PPY"HD™")

= 1 — T E(N,P 2
Wni%fNog det(W) r(WE(N,P))+ds, (28)
where W € C% >ds |
Proof: See Appendix A. |
Applying Lemma 1 with

H = Hyy, (29)
D=o}lIy +Y H;P;PYH; (30)
i#k
we derive the equivalent optimization problem of (26) as
K
N, X ]; log det(W ) — Te(W  E(N ., P1,)) + ds,
K
S.t. ZTI'(P?B]{P]C) S Pmax; (31)
k=1
where

E(Ny,Py) = (Is, - NPH} Py) (1o, — NUH, Py)™

+ NY (o? Iy, + Y H);P,PIH;; | N;.
J#k
(32)
The BCD method can be utilized to iteratively solve the problem
(31) by optimizing the objective function of (31) over one set
of variables while keeping others invariant at each iteration.
Specifically, with the BCD method, the problem (31) can be
decomposed into the following three subproblems.

1) W, related Subproblem: Given the fixed N} and Py,

the optimization problem (31) can be re-expressed as

K

‘/I‘/nkafo kz:log det(Wy) — Tt(W . E(Ny., Py)) +ds. (33)

From the Karush-Kuhn-Tucker (KKT) condition, the optimal
W . for given N, and P}, is obtained as

i = (B(Ny, Py) ", k. (34)

2) Ny related Subproblem: Similarly, the optimal N given
Pj; (and W) is obtained by solving the following problem
K

min > Tre(W,E(Ny, Py)). (35)
" ok=1
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By substituting E(IN ., Py) of (32) into the above problem and
setting the gradient of the objective function with respect to N,
to 0, we have the optimal [N,
K !
p= oty +Y HLP,PYH, | HP,
Jj=1

(36)

which turns out to only depend on Pj,.

3) Py related Subproblem: The Pj related optimization
problem given IN; and W is formulated by substituting
E(Ny., Py) of (32) into (31), which is

K

min

K
H +H
Jnin, Tr z; H,;N,W . N}H,,)P;
iz

— Tr (WkNE_HilkPk> —Tr (W;;PE_Hkka) 5

K
ZTI‘ (PEBkPk) <
k=1

Prax- (37)
After some manipulations, the objective function of the problem
(37) is transformed into a sum of the K Pj -related functions
and the problem (37) can be rewritten as

K

min

K
H = H 7H
in > Tr | Pj > H;;N;W;NV"H}, | P,

k=1 j=1

- TI‘(W]CNEE[EkPk)fTI‘ (W},ﬂpf}ﬂkka) y

K
ZTI‘ (PEBk;Pk;)
k=1

< Prax- (38)

The above problem is a standard convex problem, whose La-
grangian is given by
K K
=S (P> HN,W,NYH, | P,
k=1 j=1

L(Py,VE; \)

— Tr(W . NI H)\, Pr) — Te(W P H . Ny

K

+ )\(ZTI‘(PEBICPIC) _Pmax> ) (39)
k=1

where A > 0 is the Lagrange multiplier. Then the optimal P,

is readily derived as follows

-1
K

S "HN;WNUH) + ) By
j=1

Hy N W,
(40)

Furthermore, the optimal \* satisfies the following complemen-
tary slackness condition

K
A (ZTr<(P;)HBkP;) — Pmax> —0. (41
k=1

Based on (40) and (41), \* is calculated in Proposition 1.
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Algorithm 1: The Proposed BCD Algorithm.

Initialize: Give P; Vk that satisfy Zszl Tr(P B, Py)
= Phax, specify the termination threshold e, and set
iteration index t = 0

1: repeat
20 t=t+1,P,— P,

K _ -1
3: N <—(02IN,,+Z:1 ngPf;(Pj-)Hij> Hng};
j=

4 W — (E(N, Pj))™

5 With N and W, find \* by solving (43) using
Algorithm 2, and update P;, using (40)

6: until

|R(P}.|k=1,--- ,K)—R(Py|k=1,--- |K)|<e

Algorithm 2: The Bisection Method for Finding Optimal

A
Initialize: Give \;,, < A, and specify the stopping
threshold
1: repeat
2: A= >\1u' JZF)\up
K L T
. k lm ,m
3:  Calculate kzl mZ:1 Crlmom N2

4 (kzl mzl 7_;}; ‘:: -+'”>\)2 — Pmax> > 0 then
5 Alw =

6: else

7 Aup = A

8 end if

9: until |\, — \y| <e¢

Proposition 1: By decomposing the positive definite matrix
B;, into B, = Bé (B%)H, where B% e CL*L is full-rank, as
well as defining C, = Zf‘;l I:Ijk,NjoN?I:I?k and Il“k =
H,;;N.W,, we have the eigen-decomposition B, * C}
(B, 5
matrix whose elements are the eigenvalues of B;%C K (B,;% M
and L; € C**F consists of the corresponding orthogonal

= LyE, LY, in which E; € C¥*F is the diagonal

~ _ 1

eigenvectors. Further defining the matrix T = LB, ?

T, T (B, * )" Ly, then the optimal Lagrangian multiplier \*

satisfying (41) is given by
X =0, ifTr (PiB(P)") <
A >0,

Pm ax»y
(42)

otherwise,

in which 13: = (ZJKZI ﬂijjoN?ﬂEj)TﬂkkaWk,
and the specific value of \* > 0 is obtained by solving

777 ,m

Z Z 7 = P (43)
k=1m=1 '_'k‘nv?n—"_A )
Proof: See Appendix B. |
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Note that T lm.m /(Ek|m.m +A)? is monotonically de-
creasing for the nonnegative \. Therefore, a one-dimensional
search, e.g., the bisection method, can be applied to solve (43)
effectively. Once the optimal A\* is determined, we can substitute
it into (40) to get the optimal Py for1 < k < K.

The proposed BCD algorithm for solving the secrecy rate
maximization problem (26) is summarized in Algorithm 1,
where steps 3-5 correspond to the three optimization subprob-
lems, respectively, and the function

R(Py | k=1, ,K)

K _ _
H, P.P'H,
= ZIOgdet (IJ\,'7 + 5 kL k 7]}{ kk — )7
k=1 O'kIN,. +Z]7H€ HAJP]PJ ij
(44)

is the secrecy rate. It has been demonstrated in [34] that Py,
obtained by this BCD algorithm is actually a KKT point of the
secrecy rate maximization problem (26).

B. Perfect Hy. and Unknown H

Since H . is unavailable, we can only design the precoding
matrices B, Vk based on (23), which cannot block the informa-
tion leakage to eavesdropper. In order to make the wiretapped
information by eavesdropper as little as possible, an artificial
noise scheme is applied, in which the signal transmitted by the
BS is given by

K

w:ZEkPksk +ng. 45)
k=1
The artificial noise n,, is given in the form of
n,=H, z, (46)

where z € CVt~ENr obeys CN(0,02 Iy, -k v, ), and the ma-
trix H, € CNox(Ni=KN:) denotes the orthogonal projection
matrix onto the null-space of H = [H; Ho - - - H ;c]"!. This de-
sign ensures that the additional interference to each MU caused
by n, can be cancelled completely.

The total transmit power is divided into P, .x = Pry + Pan,

where Py = Tr(PEEkHEk Py,) is the allocated power for
information transmission and P4y = 02(N; — KN,) is the
allocated power for artificial noise transmission. Due to the
unknown eavesdropper’s CSI, the power optimization between
Pry and Py4  to maximize the secrecy rate is impossible. There-
fore, we choose the MSE of each MU’s received signal as the
system quality of service (QoS) metric to allow us to minimize
the information transmit power P;y , while simultaneously gen-
erating more artificial noise to confuse eavesdropper. Specifi-
cally, the received signal of the kth MU under the existence of
artificial noise is given by

K
yr =Y _H|B;P;s; + 7y, (47)
j=1
where ny, = Hi'n, + n, =ny ~CN(0,071y,), since

HIH, =0. Let M), € C¥*% be the receive filter matrix
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of the kth MU. Then the recovered signal of the kth MU,
Sy = M}y, satisfies

MSEk = E[(/S\k - Sk) (/S\k — Sk)H}
= (MYH, P, — I,))(MUH P, — 1,)"

K
~H —~
+ > M'H,P;P"H;M, + o} M} M,
=1k

K
~H —
=M} (> H,;P;P/H,; +0}1y, | M,

Jj=1

—~H —~
~ M} H, Py — P{H: My + I, (48)
where ﬁkj = (Bj)HHk € CL*Nr 1 <k, j < K. Clearly,
Tr(M SE}) is the MSE of the estimator .

Based on (48), the security related optimization problem un-
der the unknown eavesdropper’s CSI is formulated as

K

i Tr(PEB, P
P?E\r/llk 1 1’( Rk k)7

st. Tr(MSEy) <7, fork=1,2,-- | K, (49)
where Ek = EZI Ek, and 7 is the required MSE threshold
for the kth MU. The above problem is nonconvex due to the
coupled optimization variables M ;, and P;.. Hence, we propose
aniterative algorithm to optimize M, and P, separately in each
iteration, while keeping the other variable fixed.

1) Optimizing M : From (49), it can be seen that only the
constraint contains M .. Therefore, given P, we take the first
derivative of Tr(M S E};) to obtain the optimal M}

-1

K
—~H — —~H
v=|otIy, +> HP;PYH,; | H Py (50)

Jj=1

2) Optimizing Py.: Given M, we first define the following
auxiliary variables for the optimization of P,

P =[P} PY...PY] e Cct L (51)

I=[I; 04 xxq,] € RE1FE (52)
Ok—1)Lxd,

M, = | H,M, |ecCKxd, (53)
O(x k)L xd,

M, = Bdiag{ﬁkle, -+ Hy 1My, 0004,

Hiyy1 My, aHkKMk} e ClRExRd (54

M}c _ [Mk J/\Zk] c (CKLx(K-s-l)ds’ (55)

B =Bdiag{B) B, , - By} € CKI*KN (56
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Algorithm 3: The Proposed Iterative Algorithm for Solving
(49).

Initialize: Given P;, Vk that satisfy
K ~
> Tr(P{_I B\, P}.) = P, .x, specify the termination
k_

=1
threshold e, and set iteration index ¢t = 0

1: repeat

2: tzH—l,P;€ — Py

K __ — \ 1o
3 M~ (ﬁ[m e H, P (P};)Hij) H,,P.
4:  Update Pj by soiving the problem (57) using a
convex optimization technique

5: until

K K

ZTr((P;,)HBkP;) - ZTr(PEBkPk) <e

k=1 k=1

After some manipulations, the problem (49) for optimizing Py,
can be equivalently transformed into

in|PB
min |[PBlr,

S.t. ||Pﬂk _THF <\/TE —a,%Tr(MkME),

fork=1,---, K. (57)

The convex problem (57) can be efficiently solved using an
interior point method to obtain the optimal Py, for given M.

The proposed iterative algorithm for solving the optimization
(49) is summarized in Algorithm 3. At the tth iteration, M fc
is updated using (50) with the given P",’;l derived from the
previous iteration, and then P!, is optimized by solving (57)
with the obtained M. Hence, P/ is always feasible to the
optimization problem (57) at each iteration, which indicates
that with the increasing number of iterations, the information
transmit power Pry is monotonically decreasing and conver-
ges to the minimum value due to the compactness and continuity
of the problem (57).

IV. DUAL-STRUCTURED SECURE LINEAR PRECODING DESIGN
BASED ON IMPERFECT GLOBAL CSI

The CSI H, is specified by the random channel matrix Gy,
and the spatial covariance matrix R} . Generally, R} changes
much more slowly compared to G,. Therefore, it is reasonable
to assume that an accurate estimate of R) can be obtained
through a low feedback overhead, and we can focus on the
imperfect G, which is expressed mathematically as

G, €Gr = {ék + Ap Al <o, ), (58)

where (A}k is the nominal channel and A}, is the norm-bounded
channel uncertainty [31], [35]. By substituting (58) into the
model (3), we further obtain the uncertainty model of H, as

H, € H, = {ﬁk +A/k : ||A,k||F < U;zk}’ (59)
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%Uw for 1 < k < K. Similarly, for

the eavesdropper’s CSI H ., we have the uncertainty model

G. ¢ ge = {ae +A,: ||A(’||F < O'hﬂ}a

!
where 0, =

(60)

H eH ={H.+A,:|Alr <0},  (©6])

(LX) Tr(Re) C

! . .
where o), = 4/ ~ oy, , while G, is the eavesdropper’s

2r,
nominal channel and A, is its channel uncertainty.

The preprocessing matrix By, of the dual-structured precod-
ing scheme is based on the long-term CSIs, Rﬁ and R?. There-
fore, given the accurate estimates of R} and RP, the optimal
By, obtained in Section II can be utilized, which completely
cancels the information leakage to eavesdropper, even if the
instantaneous CSI of eavesdropper is inexact. We further con-
sider the joint optimization of the linear precoding P}, and the
receive filter M, to recover the confidential signals effectively,
so as to realize more reliable communications. However, ow-
ing to the existence of the short-term CSI estimation errors, the
worst-case optimization must be considered, where the MSE of
each MU received signal and the transmit power at the BS both
play important role. It is worth noting that the most unfavourable
channel estimation always results in the largest MSE or transmit
power. Therefore, the worst-case optimization can be regarded
to be the most robust.

More specifically, we aim to minimize the maximum MSE
among all the MUs under the case of imperfect instantaneous
CSIinformation to guarantee the secure communications for the
weakest link. Mathematically, this is expressed as

Tr(MSE}),

min max
P, .M, H;cH; Vk

K
S.t. ZTY(PZIBkPk) < Phax,
k=1

with B, = (B} )" B}. The problem (62) can be rewritten as

(62)

min T,
Py M, H;cH; Yk
K
s.t. > Te(P}'BiPy) < Pra,
k=1
Tr(MSE;) <7,1<k<K. (63)
Further express the two constraint functions of (63) as
K K
> Te(P{BiPy) =) [ Bi P, (64)
k=1 k=1

Tr(MSE}) = |M}'H}! B;P), — I, ||3

I
+ D IMEHB; Py} +0f | M|}, 1 < k < K. (65)
j=1,j#k
Clearly Tr(M SE},) is biconvex in Py, and M, but it is semi-
infinite due to the channel uncertainty A;« We reformulate each

MSE term into the form that is affine in Alk. With the aid of
linear matrix inequality (LMI) and the sign-definiteness lemma
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[31], an equivalent SDP transformation to the problem (63) is
conducted. This transformed problem is still biconvex in P, and
M., and we use an iterative algorithm to alternately perform
the convex search for P, and M, respectively.

Firstly, based on the identity ||A|r = |[vec(A)||, where
vec(e) is the column stacking operator, Tr(M SE},) can be
rewritten as Tr(M S E},) = ||m;.||*> by defining

Vec(MEHI,jBfPl)
my = ' — i), € CHRETNIE T (66)
vec(MEHEB}(PK)
opvec(M})
Or—1)az
i = vec(Iy,) 67)

0((](_k)ds +N, )d,s

Combining the channel uncertainty model (59) with the identity
vec(ABC) = (CT ® A)vec(B), where A, B and C have
appropriate dimensions, the channel uncertainty term Alk can
be separated out from m,. Thus m;; can be rewritten as

K
my = my + ZMMVCC(AI,{),

Jj=1

(68)

where

r —H
vec(M}'H, B; P)
my = ‘ — i, (69)
H/\H * .
vec(M} H, By Px)
akvec(ME)

0¢j-1)azxn, N,

((B;P))" @ M) |€ LUt NN (q0)

104, ((K—j)d,+N,)xN, N,

M, =

Owing to the fact that ||m]|?> < 7 is constrained in the opti-
mization problem (63), Schur complementary lemma [36] can
be applied to form the equivalent LMI, which is

T mi
t 0)

(71)
my InLMI

with npm1 = (Kds + N, )ds. Substituting (68) into (71) yields

lT m;‘]}i 0 —(vec(A}C))HMEj.
ﬁk ITI,L\” _j:l *MkJVCC(A/k) 0
(72)

Although (72) is semi-infinite due to the channel uncertainty
term A;; , the sign-definiteness lemma [31], which is introduced
in the following lemma, can be applied to transform it into a
finite biconvex form.
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Lemma 2: Given the Hermitian matrix Z and the matrix set
{P;,Q,}_,. the semi-infinite LMI with the following form

.
Z =) (PIX;Q;+ QX[ P)), | X;| <uy. ¥j (73)
i=1

holds if and only if there exist the nonnegative real numbers
&, -+, &k, such that

Z-yV 6Q4Q; —y Pl - —yi PR
*wlpl flI 0
=0, (74)
—Vk Pg 0 I

where all the matrices involved have appropriate dimensions,
and the matrix norm ||X ;|| in (73) is the spectral norm which
becomes the Euclidean norm if X ; is a vector.

In order to apply Lemma 2 to (72), we introduce

—H
Z, = [ T my c C(1+HL1\11)X(1+”LMI>’ (75)
my I"lLMl
Pyj = [0y, n, M},] € CNeNrx(tman) (76)
ij = [_1 O};LMIL amn
X, =vec(A)) e CV N, (78)
Then (72) can be re-casted as
K / ’
Zk—ijlng}c{ijj _O-hlpgl T T O PEK
fg;llpkl &In,N, - 0
~0,
~0, Pk 0 ExIn, N,
(79)

where §; > 0 for 1 < j < K can always be found according
to Lemma 2 such that the LMI (79) holds for any 1 < k£ < K.
Thus the equivalent SDP transformation to the problem (63) is
obtained as

min T,
P, M,

K
S.t. ZTI'(PEBI«,PI«) < Puax;
k=1

LMIs (79) hold for 1 < k < K. (80)

To circumvent the nonconvexity of (80), we resort to an itera-
tive ACO algorithm. Specifically, M, is first fixed such that the
problem (80) becomes a SDP problem in P}, which can be effi-
ciently solved. Then the same optimization is performed on M,
for the obtained Py,. The iterative procedure is terminated when
a desired accuracy is reached. This ACO algorithm is presented
in Algorithm 4. Similar to Algorithm 3, this ACO algorithm also
converges with a decreasing and bounded objective function in
the iterative process.
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Algorithm 4: The Proposed ACO Algorithm for Solving

(63).

Initialize: Give initial 7 > 0 and the initial receive filters
M. for 1 < k < K, specify the stopping threshold e,
and set the iteration index ¢t = 0

1: repeat

22 t=t+1,7" — 71, M} — M,

3: Solve the problem (80) to obtain the optimal P, for
given M and 7'

4:  Solve the problem (80) to obtain the optimal 7 and
M, for the P}, derived from the previous step.

5:until 7t — 7 < e

V. SIMULATION RESULTS

Numerical simulations are conducted to evaluate the proposed
dual-structured linear precoding scheme for dual-polarized
MIMO. The one-ring model is adopted to model the spa-
tial covariance matrix for each MU, where the mth-row and
nth-column element of R is given by

1A
RP =
ke |m m 205 Joae

in which ) is the transmit signal wavelength, and A} =~
tan~!(py /g1 ) denotes the angular spread of the departure radio
frequency (RF) signal to the kth MU with p;, and ¢, indicating
the radius of the scattering ring and the distance between the BS
and the kth MU, respectively. While () = [cos («) sin (o))t
is the directional vector of the RF signal with the angle of
departure «, 6 is the azimuth direction of the kth MU, and
T = [T, ym]T is the location vector of the m-th antenna of
the dual-polarized array.

In the simulated dual-polarized MIMO DL, the BS is
equipped with N; = 100 dual-polarized antennas (50 pairs of
horizontally and vertically polarized antennas) to serve the K =
6 MUs, each having N, = 4 dual-polarized antennas (2 pairs
of horizontally and vertically polarized antennas). The system
is wiretapped by an eavesdropper equipped with N, = 4 dual-
polarized antennas (2 pairs of horizontally and vertically polar-
ized antennas). The antenna spacing of the dual-polarized array
is half of )¢ and the XPD parameter is defined as y = 0.1. The
angular spreads are A} =--- = A} = 1%7, and the azimuth
angle of the kth MU is 0, = —§ + Z(k—1)forl1 <k<K.
For the preprocessing matrix B, € C"*

e*jﬂ)\JIQT(OH*(ﬂ)(TW 77‘n)da’ (81)

N , the value of L is de-
termined according to L = min{N; — 2((K — 1)r +r.), 2r: }
for 1 < k < K, which depends on the chosen value of . The
elements of the instantaneous channels are assumed to follow
the distribution CN(0, 1), and the power of all channel AWGNs
iso} = 0? = 02 = 1. The toolbox CVX [36] is utilized to solve
the standard convex optimization problems, e.g., the QCQP of
(57) and the SDP of (80).

We also apply the dual-structured linear precoding to the
single-polarized MIMO system, i.e., the conventional correlated
MIMO. For the sake of fairness, we consider the same numbers
of antenna elements in the single-polarized arrays for the BS,
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Fig. 2. Convergence performance of the BCD algorithm for different initial-

izations and different values of L, given d; = 2 and Ppax = 16 dB.

MUs and eavesdropper, as in the case of dual-polarized MIMO.
The antenna spacing of a single-polarized array is also half of
the signal wavelength. Since the size of a single-polarized array
is twice of the dual-polarized array with the same number of
antenna elements, a single-polarized antenna array may have
implementation difficulty, particularly, for a large-scale array.
Moreover, the design of the dual-structured linear precoding for
single-polarized MIMO imposes much higher complexity than
that of the dual-structured linear precoding for dual-polarized
MIMO.

As pointed out previously, the existing linear precoding al-
gorithms originally designed for correlated MIMO can also be
applied to dual-polarized MIMO. In the simulation study, we
also apply these standard algorithms, specifically, the algorithms
of [26], [28], [31], to the dual-polarized MIMO system and
use their achievable security performance as the benchmarks.
These standard designs are based on the full instantaneous CSI
and, therefore, they outperform the dual-structured precoding.
However, the full instantaneous CSI is difficult to acquire in
practice, and these existing scheme impose huge channel feed-
back overhead. Moreover, they also impose huge computational
burden in designing precoding.

Numerical experiments are performed for the cases of per-
fect global CSI, completely unknown eavesdropper’s CSI and
imperfect global CSI, respectively. All the results are averaged
over 500 Monte Carlo simulations.

A. The Perfect Global CSI

In this case, the secrecy rate can be maximized using the pro-
posed BCD algorithm. Given d; = 2 and with P,z = 16 dB,
Fig. 2 depicts the convergence performance of the BCD
algorithm for different initializations and values of L. From
Fig. 2, it can be seen that the proposed BCD algorithm guaran-
tees to converge to the optimal secrecy rate. As expected, with
the increase of L, the achievable secrecy rate also increases, due
to the fact that the expansion of the dominant eigenspace of the
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effective channel ﬁk offers more design freedom for the linear
precoding Py;.

Next, we investigate the influence of the maximum transmit
power P, .« to the achievable secrecy rates of the three schemes,
namely, the dual-structured linear precoding for dual-polarized
MIMO, the dual-structured linear precoding for single-polarized
MIMO and the null-space design of [26] applied to dual-
polarized MIMO. The results of Fig. 3 are for the senario of
L = 4and ds; = 4, while Fig. 4 depicts the results for the senario
of L =6 and ds = 4. As expected, the null-space design [26]
outperforms the dual-structured linear precoding design when
both applied to the dual-polarized array based MIMO system,
while the dual-structured linear precoding for the dual-polarized
MIMO DL attains a higher secrecy rate than the dual-structured
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Fig. 5. The achievable secrecy rates as the functions of total transmit power
P ax for two different designs under different eavesdropper’s channel spatial
correlations 7., given L = 6 and d; = 2.

linear precoding for the single-polarized MIMO DL. Not sur-
prisingly, Figs. 3 and 4 also indicate that the achievable secrecy
sum rates increase with the total transmit power P, .« for all the
three systems.

The influence of the eavesdropper’s wiretap channel H . on
the secrecy rate performance of both the dual-structured linear
precoding designs for the dual-polarized and single-polarized
MIMO DL systems is next investigated. Specifically, in Fig. 5,
the achievable secrecy rates are shown as the functions of the
total transmit power P, for the both systems under three
different values of r.. It can be observed from Fig. 5 that for
the both designs, the achievable secrecy rates decrease with the
increase of r.. This is because increasing r. expands the dom-
inant eigenspace of the wiretap channel H ., which means that
more information leakage to eavesdropper occurs. In addition,
the dual-polarized MIMO design always attains a high secrecy
rate than the single-polarized MIMO design, as can be evidently
seen from Fig. 5.

B. The Completely Unavailable Eavesdropper’s CSI

In this case, an artificial noise scheme is applied to improve
the system security performance, and the resulting optimization
aims to minimize the information transmit power subject to the
prescribed MSE for the recovered confidential signals, which
is solved using the iterative algorithm given in Algorithm 3.
Giventhe MSE thresholds 7y = - - = 7 = 1y, = 0.1, Ppax =
16 dB and d; = 2, the convergence performance of this iterative
algorithm is depicted in Fig. 6, under different initializations and
values of L. It is clear that the proposed algorithm guarantees to
converge to the minimum transmit power solution. Moreover,
for a given MSE threshold 7}, the minimum total power P,
is reduced with the increase of L owing to the improvement of
design freedom for Py;.

The influence of the MSE threshold 7, on the achievable
minimum transmit power P, ;, for the three schemes, namely,
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and different values of L, given dg = 2, Ppax = 16 dB and 7y, = 0.1.
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the dual-structured linear precoding for dual-polarized MIMO,
the dual-structured linear precoding for single-polarized MIMO
and the artificial noise scheme of [28] applied to dual-polarized
MIMO, are portrayed in Fig. 7 and Fig. 8, respectively, under
two sets of L and d values. Clearly, for all the three schemes, the
required transmit power P,,;, is reduced when the MSE require-
ment is relaxed, i.e., when 7}, is increased. The results of Figs. 7
and 8 show that the artificial noise scheme [28] outperforms the
dual-structured linear precoding scheme when both are applied
to the dual-polarized MIMO, while the dual-structured linear
precoding for the dual-polarized MIMO DL achieves a bet-
ter performance than the dual-structured linear precoding for
the single-polarized MIMO DL, in terms of minimum transmit
power. Compared Fig. 8 to Fig. 7, it can be seen that increas-
ing L improves the performance for all the three systems. In
particular, we observe that when L is increased from 4 to 6,
the minimum transmit power gap between the dual-structured

Convergence performance of Algorithm 3 for different initializations
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linear precoding and the artificial noise scheme is narrowed
significantly.

C. The Imperfect Global CSI

In this case, we change the number of antennas at the BS
to N; = 50. The robust precoding optimization is formulated
for achieving secure communications, which is solved using
the iterative ACO algorithm presented in Algorithm 4. In the
simulation, the channel uncertainty is defined by J;Ll ==
O';lK = oy,. Fig. 9 depicts the convergence performance of the
ACO algorithm for different initializations and values of L,
given dy = 2, P, = 16 dB and o0;, = 0.05. Similar to Algo-
rithms 1 and 3, the convergence of the iterative ACO algorithm
is evident in Fig. 9. Furthermore, the system-wide minimum
MSE 7 decreases with the increase of L.

Fig. 10 shows the achievable system-wide minimum MSEs
as the functions of the total transmit power P, ., for the
three schemes, namely, the dual-structured linear precoding for
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dual-polarized MIMO, the dual-structured linear precoding for
single-polarized MIMO and the robust optimization algorithm
of [31] applied to dual-polarized MIMO, under the condition
of L =4, d; =4 and 0, = 0.1. As expected, the achievable
system-wide minimum MSE decreases with the increase of the
total transmit power in all the three schemes. Not surprisingly,
the robust optimization algorithm [31] based on the full in-
stantaneous CSI achieves a lower system-wide minimum MSE
than the dual-structured linear precoding, when both are applied
to the dual-polarized MIMO DL. It is also clear from Fig. 10
that the dual-polarized MIMO design outperforms the single-
polarized MIMO design considerably.

Fig. 11 investigates the influence of the channel error oy,
on the achievable system-wide minimum MSE of the dual-
structured linear precoding scheme for dual-polarized MIMO
DL. It can be observed from Fig. 11 that increasing the channel
uncertainty oy, leads to the increase in the achievable system-
wide minimum MSE, simply because the worse CSI informa-
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tion is used in the security performance optimization of the
dual-polarized MIMO system.

VI. CONCLUSION

We have developed a dual-structured multi-user linear pre-
coding scheme to achieve secure communications for the
dual-polarized MIMO system, in which the preprocessing is
performed based on the long-term CSI, while the linear
precoding is designed based on the instantaneous CSI and the
availability of eavesdropper’s CSI. Under the ideal scenario
of perfect global CSI, the maximum secrecy rate has been
attained using the proposed BCD algorithm. For the case of
completely unknown eavesdropper’s CSI, an artificial noise
scheme has been applied to reduce the information leakage to
eavesdropper as much as possible, while maintaining the pre-
scribed MSE threshold for the recovered confidential signals.
This leads to a security optimization problem that can be ef-
ficiently solved by the proposed iterative algorithm. Moreover,
considering the practical case of imperfect global CSI, the robust
worst-case optimization for achieving secure communications
has been formulated, which can be solved using the proposed
iterative ACO algorithm. Numerical experiments have been con-
ducted to demonstrate the superior performance of our proposed
dual-structured linear precoding designs for dual-polarized
MIMO over the dual-structured linear precoding designs for
conventional single-polarized MIMO, in terms of the achiev-
able secrecy rate, the minimum transmit power and the MSE
performance of recovered confidential signals.

APPENDIX
A. Proof of Lemma 1

Proof: Clearly, the matrix function E(N, P) € C% >4 de-
fined in (27) is positive definite, i.e., E(IN, P) > 0. For any
W € C% % and W = 0, let us formulate the following joint
convex optimization problem in terms of W and IN as

max logdet(W) — Tt(W E(N, P)) + ds,
st. W = 0. (82)

Applying the KKT condition to the above optimization problem,
we have

(W) ~E(N*.P)-Y* =0, (83)
Y*W* =0, (84)
HYPPY"HN* + DN* = H'P, (85)

where W* and IN* are the optimal primal variables, while
Y™ > 0is the optimal Lagrangian dual variable corresponding
to the constraint of the optimization problem (82). Furthermore,
(83) and (85) are the first-order derivatives of the objective
function with respect to W and IN, respectively, while (84)
denotes the complementary slackness condition for any positive
definite matrix W > 0. Considering that W = 0 is required,
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we have the optimal Y* = 0 and
W* = (E(N*,P))"

- (E(H"PP"H + D)'H"P,P))™"

= (I,, - P"HH"PP"H + D)"'H"P)™". (86)

Substituting (86) into the problem (82), we obtain the optimal
objective function value as

pax logdet(W) — Tt(W E(N, P)) + d;

= logdet ((E(N*,P))")
— logdet (I,, —P"HH"PP"H+D)'H"P)™
= logdet (I,, + PPHD 'H"P), (87)

where the last equality holds due to the identity (A +
cBCH)y'=A"'1'-A'Cc(B'+CciA'C)'ctA!,
with A, B and C having appropriate dimensions. From (87),
we arrive at

logdet (I, + H'"PP"HD™)
= logdet (I,, + P"HD 'H"P)

= nax, logdet(W) — Te(WE(N,P)) +ds, (83)

where the first equality holds based on the identity det(I +
AB) =det(I + BA). |
B. Proof of Proposition 1

Proof: Obviously, when the power constraint is inactive, i.e.,
if Tr(P). B}, (P;)") < Puax, we have \* = 0. Otherwise, we
have \* > 0. By the definitions of C} and T, the optimal
power allocation (40) can be expressed as

* * O -1
r = (C;C +A Bk) T).

Substituting (89) into (41), we have

(89)

Tr(TE (Ck + )\*Bk)ilBk (Ck + )\*Bk)ilTk)

B
Tr((LkEkLE +NIL) 2B, T, T (B;%)H)

=Tr( (2 + X'11) *T4) = Paas. (90)

With some mathematical simplifications, we can readily derive
(43) from (90). This completes the proof. |
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