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Dear Glori a%‘l;)j, Q/. OO

oy Tk
We refer to your request (@nforn@iﬂ d 6/12/2021 under the Freedom of Information Act

2000 (the “Act”).

.O @

Please find below your question, e U@gr |ty s corresponding response.

Question O /3

1. Do you have a formal IT security strateg%l‘ease |®vide a link to the strategy)

/O
A) Yes O/L O/L
B) No o o
8 S
Chork s
2. Does this strategy specifically address the monitoring of n‘_tjwrk at.g,hed device configurations
to identify any malicious or non-malicious change to the devicec or&;uratl

Do
A) Yes \6\ &O
B) No O{z (z

C) Don’t know

3. If yes to Question 2, how do you manage this identification process - is it: %{ tO/

A) Totally automated - all configuration changes are identified and flagged wnhothanuaI
intervention.

B) Semi-automated - it’s a mixture of manual processes and tools that help track and identify
configuration changes.
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C) Mainly manual - most elements of the identification of configuration changes are manual.

4. Have you ever encountered a situation where user services have been disrupted due to an
/‘ accidental/non malicious change that had been made to a device configuration?

| e of re was maliciously uploaded to a device on your network, how quickly do you
| Ve tified and isolated?

\9\
\)O

C) Within we

D) Not sure 6® O 9
6. How many devices @u h ; tach éour network that require monitoring?

A) Physical Servers: record n%% Oé

B) PC’s & Notebooks: record num @

6

7. Have you ever discovered devices atta td‘ﬁgwork that you weren’t previously aware of?

(04
. 0
%, %,

° 8, %

If yes, how do you manage this identification process - is it: {/L /{L

A) Yes

*

A) Totally automated - all device configuration changes are |dent|Q¢P‘3nd fléx‘ without manual
intervention.

B) Semi-automated - it’s a mixture of manual processes and tools tha% %@nd identify

unplanned device configuration changes.
C) Mainly manual - most elements of the identification of unexpected device co ratl 5\)nges

are manual.
%, %

8. How many physical devices (IP’s) do you have attached to your network that require rﬁ%tor%
for configuration vulnerabilities?

Record Number:



9. Have you suffered any external security attacks that have used malware on a network attached
device to help breach your security measures?

O/ Q/. %)
11. When a sche auﬁl kes’%g for the likes of PSN or Cyber Essentials, how likely are you
to get significant n %s of audit fai yfelating to the status of the IT infrastructure?
A) Never OO /‘OL . 00
B) Occasionally % /O/ 0
C) Frequently OO @O,

D) Always /é 6

Please use this email address for all replie%his r%éﬁ:
2 ¢
request-8]6956-61dOled5@whatdotheyknow.co% . O .
7. 7

Y
Answer v/, //(
In accordance with Section 1(1)(a) of the Act, we confirm thal*k Uniw(ﬁt holds the information
of the description specified in your request. N\ O/(, é/c

1. Yes, but it is not published publicly. \ 6\ 0
2. No.

A . %,
4. Yes. %/ ,O/

5. Immediately, for managed devices.

6. 10,000+

w



7. This is irrelevant as we allow BYOD.
8. 3500.

9. Yes, we have experienced external security attacks.

/%0 Yes, we have experienced a service disruption.
6 /% l@oys is a request for an opinion not a request for information.
% %o O’))

I I that we have dealt with your request in accordance with the requirements of Part
I

lo Act I/nay request a review. Your request for a review must specify in what respect you
nsi er at t ??gulrements of Part | of the Act have not been met; mere dissatisfaction with our
“ 6

0

onse nt. Please address your request for a review by completing the form and

sele g Fo |ew

@

In accor%}vlt tion of the Code of Practice, a request for a review must sent within 40
working da the %tter The University is not obliged to accept any requests for a
Q( or days
km

review beyon ill acknowledge your request for a review and endeavour to
respond within celpt but please note that a deadline for a review response
is not prescribed b

The Information Commmm% rQan enforcing rights of access to information and the
n may/ ;;

operation of the publicatio eme. ply to the Information Commissioner in writing
(FOI/EIR Complaints Resolution Commissioner's Office, Wycliffe House, Water Lane,
Wilmslow, Cheshire SK9 5AF) or e r a decision whether, in any specified respect, your
request for information has been d yéue University in accordance with the requirements
of Part | of the Act. The Information S will not normally act unless they are satisfied

Sknis
that the University's review procedure h%&n exh%ted.

Yours sincerely, /L O/L
Q
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