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Abstract—The ever-evolving Internet of Things (IoT) has
ushered in a new era of intelligent manufacturing across multiple
industries. However, the security and privacy of real-time data
transmitted over the public channel of the Industrial IoT (IIoT)
remain formidable challenges. Existing lightweight protocols
often omit one or more critical security features, such as
anonymity and untraceability, and are susceptible to threats like
desynchronization attacks. Additionally, they struggle to achieve
an optimal balance between robust security and performance
efficiency. To bridge these gaps, we introduce a new lightweight
key agreement security scheme that guarantees secure access
to the IloT-enabled flexible manufacturing system (FMS). The
strength of our scheme lies in its utilization of the authenticated
encryption with associative data (AEAD) primitive, AEGIS,
along with hash functions and physical unclonable functions,
which secure the IIoT ecosystem. Additionally, our scheme
offers flexibility in the form of the addition of new machines,
password updates, and revocation in cases of theft or loss. A
comprehensive security analysis demonstrates the efficacy of
the proposed scheme in thwarting various attacks. The formal
analysis, based on the Real-or-Random (RoR) model, ensures
session key indistinguishability, while the informal analysis
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highlights its resilience against known attacks. The comparative
assessment demonstrates that the proposed scheme consistently
outperforms the benchmark schemes across multiple dimensions,
including security and functionality features, computational and
communication overheads, and runtime efficiency. Specifically,
the proposed scheme achieves peak performance enhancements
of 77.55%, 44.73%, and 69.6% in computational overhead,
runtime overhead, and communication overhead, respectively,
underscoring its substantial performance advantages.

Index Terms—Flexible manufacturing system (FMS),
Industrial Internet of Things (IIoT), physical unclonable
functions (PUFs), security, user authentication.

I. INTRODUCTION

HE SUCCESS of industries is heavily dependent on the
T technology, and Industry 4.0 represents a culmination of
multiple advanced technologies aimed at meeting the demands
of intelligent automation at a higher level. In particular,
manufacturing industries are shifting toward the industry 4.0
approach to reap the full benefits of smart manufacturing [1].
Smart manufacturing, as a vision of Industry 4.0, integrates
the physical and digital processes of cyber—physical systems.
The introduction of the Internet of Things (IoT) is essential
to smart manufacturing. [oT is the interconnection of objects
(physical/virtual devices) for sharing information through
Internet facilities. A physical object may comprise a cell,
phone, machine, sensor, or camera, and the virtual object may
consist of an agenda, electronic ticket, wallet, or book [2].
There is a need to make the objects smart in IoT to minimize
human involvement. Flexible manufacturing systems (FMSs)
are converted into smart manufacturing systems through the
use of IoT [3]. IoT-enabled manufacturing is particularly
beneficial to minimize the labor force and enhance produc-
tivity. One of the most impressive benefits that IoT-enabled
FMS offer is the real-time error capture and automated
rework [4]. Alongside the numerous benefits, the IoT-enabled
manufacturing industries are facing severe challenges related
to security, to implement attack-free smart manufacturing.
Traditional security mechanisms are not applicable due to
more complex and resource-intensive implementation, which
is especially challenging in low-resourced computational IoT
devices like the ones present in industrial settings. The
Internet engineering task force has delegated the responsibility
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of designing security measures for resource-constrained IoT
systems to the system designers, who are expected to tailor
their security schemes to their specific circumstances. This
underscores the pressing demand for security schemes that are
lightweight yet provide solid protection to IoT devices without
reducing their feature richness or performance [5].

Smart manufacturing industries pose a significant challenge
in ensuring real-time analysis of systems equipped with smart
devices. The security of smart machines is always at risk
when accessed by unauthorized users. IoT enabled systems
are susceptible to numerous attacks because they operate with
resource constrained devices and also lack of robust security
measures. As a result of cyber-attacks, whole manufacturing
ecosystem affects. These attacks not only undermine the
integrity and confidentiality of data exchanged within a system
but also resulting in downtime, costs, monetary losses, and
damage to the wider supply chain [6], [7]. To address this
issue, it is essential to design an environment with real-time
data transmission to ensure the security of manufacturing
industries, enhancing the accuracy and efficiency of machines
and enabling remote monitoring. In particular, transmitting
data over the public channel of the Internet makes it vulnerable
to attack. Consequently, it is crucial to secure the transmission
of confidential data between authorized parties and smart
sensing machines to prevent illegal access. This can be
accomplished by establishing a confidential key session using
a trusted entity such as the master controller node (MCN) in
Industrial IoT (IIoT) [8]. The main problem to be dealt with in
this study is the vulnerability of IoT-enabled FMS to a variety
of cyber-attacks. That is why, an ultralightweight security
scheme for IoT-enabled FMS is highly necessary, which would
not only ensure securing the system from various cyber-attacks
but also sustain its operational efficiency required by real-time
manufacturing processes.

Currently, numerous authentication and key agreement
schemes have been proposed to meet the security requirements
of various IoT scenarios. Turkanovié et al. [9] presented an
authentication scheme designed for a WSN sitting. However,
Farash et al. [10] discovered its security flaws, leading them to
develop an alternative user authentication protocol specifically
tailored for IoT deployment. Subsequently, Amin et al. [11]
analyzed the scheme of [10] and proposed an enhanced
authentication scheme to address its security vulnerabilities.
Unfortunately, Jiang et al. [12] demonstrated that the scheme
proposed in [11] also possesses various security loopholes,
and they then proposed another improved lightweight authen-
tication scheme for WSN to rectify these vulnerabilities.
Rafique et al. [13] rectified a significant issue in the realm
of IIoT, which revolves around the secure transmission of
data. Their research put forth a multifactor authentication key
agreement scheme designed to strike a balance between robust
security and the limitations imposed by resource constraints.
The proposed scheme employed bitwise XOR, cryptographic
hash, and symmetric cryptography to establish a robust system
specifically designed for environments with limited resources,
ensuring a high level of security. It facilitated remote access
to sensing devices while maintaining a high level of security.
However, the study [14] found that the scheme of [13] is
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vulnerable to attacks involving the loss of smart cards/devices.
Eldefrawy et al. [15] introduced a user authentication method
for IIoT systems that emphasizes computational and communi-
cation efficiency. Although the proposed scheme demonstrated
efficiency, it falls short in terms of establishing mutual authen-
tication between users and smart devices/sensor nodes present
in the system. Harishma et al. [16] presented a method to
secure the transmission of data in cyber—physical systems with
heterogeneous components. However, their proposed approach
was found to be susceptible to the ephemeral secret leakage
(ESL) attack when operating under the Canetti and Krawczyk
(CK) adversary model [17]. Moreover, the scheme lacks the
capability to incorporate new IoT smart devices dynamically,
which may hinder its practical applications. Chen et al. [18]
devised a key agreement and user authentication system for
IoT settings. Although the scheme exhibited efficiency in
computational and communication costs, it falls short in terms
of security against insider attacks, node-capturing attacks, and
gateway node-bypassing attacks as well as lacking the property
of untraceability. Masud et al. [19] proposed an anonymous
authentication protocol for telemedicine systems based solely
on hash functions, claiming that their scheme can resist various
known attacks. However, Wang et al. [20] evaluated the
protocol and uncovered significant design flaws, exposing it to
risks, such as session key leakage, offline password guessing,
and traceability issues. Praveen and Pabitha [21] advanced
a secure user authentication scheme based on bioacoustics,
utilizing the Chinese remainder theorem to generate group
keys and enhancing protocol security through the integration
of fuzzy embedding. However, their scheme is vulnerable to
replay attacks and impersonation attacks. Chen et al. [22]
proposed an authentication protocol for wireless body area
networks, validating its security through formal and informal
analyses. Nonetheless, this scheme is susceptible to denial-of-
service attacks on sensor nodes and fails to achieve system
key verification. Pu et al. [23] proposed an authentication pro-
tocol named LiteAuth; however, its excessive communication
overhead makes it unsuitable for resource-constrained IIoT
scenarios. Additionally, Hu et al. [24] proposed an anony-
mous authentication and key agreement scheme for advanced
metering infrastructure. Although their scheme achieves low
performance overhead, it fails to provide untraceability.

In this article, we present an innovative user ultralightweight
authentication scheme designed specifically for FMS environ-
ments. Our contributions are summarized as follows.

1) We introduce a new user authentication and key agree-
ment scheme for IloT-based FMS environment. The
scheme employs SHA-256 hash function, AEGIS prim-
itive, and physical unclonable function (PUF) to ensure
robust security with minimal computational overhead. It
guarantees user authenticity, establishes a session key for
secure communication between user and smart sensing
device, and enhances physical security by preventing
unauthorized tampering. To strengthen the security and
integrity of the system, we integrate a revocation phase
and a password update phase.

2) Weemploy acomprehensive evaluation approach to assess
the effectiveness of our scheme in mitigating common
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Fig. 1. Network model of flexible manufacturing monitoring system.

types of attacks in IIoT environments. This evaluation
encompasses both formal security analysis utilizing the
Real-or-Random (ROR) model and informal security
verification. The results of our analysis demonstrate that
our scheme successfully withstands potential security
attacks, thereby highlighting its robust security attributes.

3) We conduct an extensive comparative evaluation of the

proposed scheme against benchmark schemes to assess
its performance across multiple dimensions, including
security and functionality features, computational and
communication overheads, and runtime efficiency. The
results of the comparison demonstrate that our scheme
outperforms existing schemes in these aspects, thereby
highlighting its overall superiority.

The remainder of the article is structured as follows.
Section II presents an introduction to our network and threat
models, along with the essential preliminaries. In Section III,
we provide a detailed explanation of our proposed scheme. The
security assessment of the proposed scheme is discussed in
Section IV. Furthermore, in Section V, a comparison between
the proposed scheme and other existing schemes is presented.
Finally, Section VI concludes this article.

II. NETWORK, THREAT MODEL, AND PRELIMINARIES

In this section, we introduce our network and threat models.
Moreover, we provide a concise introduction to the relevant
foundational concepts that underpin our proposed scheme.

A. Network Model

The network model is illustrated in Fig. 1, which consists

of four primary entities.

1) Users: To access a smart sensing device, user U;
initiates a request through their device UD; to the MCN
MCN;. The request is forwarded to the appropriate smart
sensing devices for further processing.

2) Smart Sensing Devices: These devices are deployed
to collect data and monitor various processes, such as
manufacturing or environmental conditions. Users can
access the real-time data from these devices to make
informed decisions and perform necessary actions.
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3) MCN: The MCN is responsible for securely authenticat-
ing registered users, storing credentials for both users
and smart sensing devices, and facilitating the estab-
lishment of secure communication channels (sessions)
between users and their designated smart devices. Each
MCN is associated with multiple smart sensing devices.

4) Trusted Registration Authority (TA): The TA handles
the registration process for all network entities (MCNs,
smart sensing devices, and users). It securely stores and
manages the credentials of all entities and ensures their
authenticity during registration.

In this model, smart sensing devices (SDy) are registered
with an MCN (MCN;), which securely stores their credentials.
To access a sensing device, a user (U;) must first register
with MCN;, which involves storing the user’s authentication
credentials. During the login and authentication key agreement
phase, the user sends a request to MCN;. Upon verifying the
user’s authenticity, MCN; forwards the request to the rele-
vant sensing devices. These devices authenticate the request,
generate a shared session key, and send a response back to
the user. After authenticating the response, the user generates
the same session key. With this shared session key, the user
can securely access the data collected by the sensing devices
and regulate the monitored processes, ensuring secure and
seamless communication.

B. Threat Model

We employ the widely recognized Dolev—Yao (DY)
model [25] to secure the proposed system. Within the DY
model, adversary A possesses the ability to read, delete,
modify, and send fake messages during communication over
an unsecured public channel. Additionally, due to the vulner-
abilities inherent in IIoT devices, A can exploit opportunities
to capture IoT sensing machines. Through power analysis
attacks, A can extract secret credentials stored in the memory
of these compromised machines. Similarly, if a legitimate
user’s device or smart card is lost or stolen, A can gain
access to the secret credentials stored within them. Armed with
such sensitive information, A gains the capability to launch a
variety of attacks, including replay attacks, privileged-insider
attacks, impersonation attacks, and man-in-the-middle attacks.
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Additionally, the CK-adversary model [26] is considered the
standard for authenticated security protocols. The CK model
encompasses all the activities discussed within the DY model
and includes an additional feature of revealing confidential
credentials during sessions, such as session keys and session
states. Consequently, the authentication scheme implemented
in the proposed system must possess the potential to ensure
security by effectively mitigating the effects of attacks, even
in the scenarios where confidential credentials are exposed
to A during communication. It should be noted that the
MCNs in the proposed IIoT system are operated in a locking
mode to safeguard against physical attacks instigated by A.
Consequently, the MCNs are regarded as secure within the
system.

C. Preliminaries

This section provides a brief overview of foundational
concepts that underpin our proposed scheme.

1) Physical Unclonable Function: A PUF capitalizes on
the distinctive physical attributes of a device to generate an
exclusive response, employed for encryption and authenti-
cation purposes. Specifically, when a PUF receives multiple
inputs (i.e., challenges), even minimal physical differences
between devices—such as slight variations in transistors,
circuit delays, or manufacturing imperfections—cause the PUF
to generate different outputs (responses). Consequently, each
device produces a unique set of challenge—response pairs
(CRPs). Leveraging these characteristics, a PUF can be defined
as the following abstract function:

R, =PUF(C;) (CieC, R, eR).

In the symbolic representation of a PUF, the challenge set C
comprises unique challenges from multiple entities, denoted
as C;, where i = 1,2, ..., n. Correspondingly, the response
set R contains a distinct response R; for each challenge C;.
The PUF mapping, denoted as PUF(-), precisely maps each
challenge directly to its specific response. PUFs offer a crypto-
graphic mechanism that ensures both security and personalized
key generation, effectively distinguishing between devices.
However, the accuracy of PUF responses may be impacted by
environmental noise, introducing a potential risk of compro-
mising sensitive information during critical operations. Recent
studies [27] have explored various noise-resistant and stable
PUF designs capable of achieving an almost 0% bit error rate,
even under challenging conditions, such as voltage fluctuations
and extreme temperature variations. Thus, in this article, we
assume that smart sensing devices, MCNs, and user devices
are equipped with ideal and noise-resistant PUFs.

2) AEGIS: AEGIS [28] is a cryptographic technique
belonging to the category of authenticated encryption with
associated data (AEAD). Its design is tailored to suit resource-
limited devices as well as high-performance computing
applications. Its unique features include its lightweight, robust-
ness, inverse-free, and online nature. The encryption process
of AEGIS can be symbolically expressed as follows:

{CT;, MAC;} = Ex(IV,AD, PT;)

where C7; stands for the resulting ciphertext, MAC; is the
authentication tag, IV represents the initialization vector, AD
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TABLE I
NOTATIONS AND DESCRIPTIONS

Notation Description

TA trusted registration authority

A Adversary

U; ith user

UD,, MCN,, SD; z‘ith user device, jth MCN, kth smart sensing

evice

ID;, PW; Identity and password of user U;

SID.. SP. Pseudonquus i.dentit}{ and secret parameter of
the communication entity e

SI1D¢, SIDP Current and previous pseudonymous identities

i sth random number utilized in AKA phase

X, The jth intermediate result computed during

J AKA phase

Ne N "l];:vo parts obtained by equally dividing notation
The 4th initialization vector, associated data and

IV, AD:, PT; plaintext used in the AKA phase

A The ith ciphertext and its corresponding authen-

CT, MAC; tication Tag in AKA phase

T; ith timestamps utilized in AKA phase

T sth timestamps upon message receipt
Challenge-response pair of the communication

(Ce. Re) entit

ye

h(-) collision-resistant cryptographic hash function

PUF(-) physical unclonable function

Eu(-)/Di() ﬁeEGkIS encryption/decryption using shared secret

y
[, ® Concatenation and bitwise XOR

refers to the associated data, K denotes the shared key, and
PT; represents the plaintext to be encrypted. Additionally, the
decryption process of AEGIS is described as follows:

{PT;, L} = Dg(IV, AD, CT;, MAC}).

Specifically, in the decryption process, AEGIS takes as input
the (CT;, MAC;) pair generated during encryption, along with
(IV,AD, K), and computes a new authentication tag MAC’
based on the received (IV, AD, K, CT;) through the decryption
function. It then verifies whether MAC' = MAC. If the veri-
fication of MAC; fails, an error L is triggered; otherwise, the
plaintext PT; is retrieved. These features make AEGIS an ideal
primitive for our scheme, as it simplifies the authentication
scheme, reduces complexity, and enhances the overall security
of the system.

III. PROPOSED SCHEME

Table I lists the symbols employed in the design of the
proposed scheme. The scheme consists of six phases: 1) regis-
tration of MCN and smart sensing device; 2) user registration;
3) authentication and key agreement; 4) password updating;
5) revocation; and 6) deployment of dynamic smart sensing
devices.

A. Preliminary Deployment Phase

In this phase, TA plays a crucial role in enrolling MCNs
and smart sensing devices before they are deployed.
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1) MCN Registration: The following operations are per-
formed by TA to register an MCN MCN;.

Step 1: A distinct challenge parameter Cycy; is produced
by TA and transmitted to MCN; through a secure channel.

Step 2: MCN; computes the response parameter, and for-
wards it to TA via a secure channel. MCN; computes its
unique response parameter as follows: Rucn; = PUF(Cucn;)-
Subsequently, MCN; forwards RMCNj.

Step 3: TA picks an identity SIDpycy; and a secret parameter
SPMCNJ.. It then calculates a value Xmcn; by concatenat-
ing SIDMCNj and SPMCN]. and XOR-ing the result with the
hash of RMCN/ as: XMCN[ = (SIDMCI\//-||SPMCA/]) (S5 h(RMCN/)-
Finally, TA stores {Xmcn;, Cucn;} securely in the memory
of MCN; and deletes {XMCNJ., CMCNJ., RMCN,-, SPMCNJ.} from its
own database to prevent attacks, such as privileged-insider and
stolen verifier attacks.

2) Smart Sensing Device Registration: The following steps
are carried out by TA to register smart sensing devices SDy,
where k=1,2,...,n.

Step 1: The TA initiates the process by generating a
distinct challenge parameter Csp,. This parameter is securely
transmitted to SDy.

Step 2: Upon receiving the Cgsp, from TA through a
secure channel, SD; employs PUF(-) to calculate the response
parameter Rgp,. Subsequently, Rsp, is securely transmitted
back to TA.

Step 3: TA selects an identity SIDsp, and a secret parameter
SPsp, for SDy, and calculates a value Xsp, as Xsgp, =
(SIDsp, ISPsp,) ® h(Rsp,). {Xsp,, Csp,,» PUF(")} is securely
stored in the memory of SDj.

In addition, TA sends the parameters {SIDsp,, SPsp,} of
SDy to the associated MCN MCN;. Upon receiving these
parameters, MCN; uses them to compute {CTsp,, MACsp,} =
EKMCN,- (IV,AD, PT), where IV = SIDMCN]-, KMCNj = SPuycn:,
AD = SIDMCNJ., and PT = SPsp,. Then, MCN; stores
{SIDsp, , CTsp,, MACsp,} in its own memory. Finally, TA
removes the parameters {Xsp,, Csp,, Rsp,, SPsp,} from its
database to prevent potential attacks, such as stolen verifier
and privileged-insider attacks.

B. User Registration Phase

In order to establish a secure communication between
user U; and the deployed SDy in the flexible manufacturing
environment, U; must register with TA. During the registration
process, TA assigns secret parameters to U; for authentication
purpose and a list of authorized SDs that U; can access in real
time. During the AKA procedure at MCN;, U is validated. The
user registration is conducted offline via a secure channel to
preserve data confidentiality and integrity. The user registration
process is detailed below.

Step 1: First, U; selects an identity ID; and a chosen
password PW;. Next, U; sends a registration request message
< ID; > to TA via a secure channel.

Step 2: After receiving the registration request, TA selects
a secret parameter SPyp, and generates a list of autho-
rized SDs that U; can access in real time, such as SDg,
along with a unique identifier SIDyp,. TA then forwards
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{SIDyp,, SPyp;, SIDsp,} to both U; and the associated MCN,
such as MCN;.

Step 3: After receiving {SIDyp,, SPyp;, SIDsp,} from TA,
U; selects two random numbers, rn; and rnp, and computes
several values as: Xyp, = (rnillrn2) ® h(D;||PW;), R; =
PUF(PW)), X; = h(UD;|PW;|R)), Kup, = X! & Xl’-’, and
{CTUD,wMACUD,'} = EKUDi(IVisADivPTi)’ where IV,' = r,
AD; = r, and PT; = {SPyp,|SIDsp,}. U; then stores
{SIDyp,, CTyp,, MACyp,, Xyp,} in its own memory.

Step 4: After receiving {SIDyp;, SPyp;, SIDsp,} from TA,
MCN; computes {CT;, MAC;} = EKMCN]_ (1V;, AD;, PT;), where
]Vi = SIDMCN,-» AD,' = SIDMCN/’ KMCN_,- = SPMCN,- and PTi =
SPyp, ||SIDsp,. MCNj then stores {SID,, , SIDY;, , CT;, MAC;}
in its own memory. Initially, both SID@DI, and SID‘ZJDI_ are set
to SIDyp,. However, during the execution of the AKA phase,
both SID{;;, and SIDY, are updated.

C. Login Phase

To access a desired smart sensing device SDy in the flexible
manufacturing environment, a registered user U; undertakes
the following actions to log in.

Step 1: U; inputs its identity ID; and password PW; at

the registered user device UD;. UD; then computes R; =
PUF(PW!), (rmilrm2) = Xyp, ® h(ID;|PW!) and X; =
h(D; | PW]|IRY).

Step 2: UD; extracts the prestored (CTyp,, MACyp,) from
memory and computes Kyp, = X! @ Xf’ . It then calculates
{PTyp,;, L} = DKUD,- (Ivi,AD;, CTyp,;, MACyp,), where IV; =
rny and AD; = rny. If the verification of MACyp, fails, it
indicates that the attempting U; is an unauthorized entity who
failed to provide the correct ID; and PWl.l pair, resulting in
the inability to decrypt (CTyp,, MACyp,). In such a case, UD;
aborts the login attempt and terminates the session. Otherwise,
the login attempt is deemed successful, and the legitimacy of
U;’s identity is confirmed. UD; then retrieves {SIDsp,, SPyp;}
from the plaintext PTyp;,.

D. Authenticated Key Agreement Phase

The AKA phase consists of the following steps.

AKA 1: After U; successfully completes the local login
authentication by providing the correct credentials (ID;, PWI-I)
and passing the verification process detailed in step 2 of the
Login Phase, UD; selects the current timestamp 7 of size 32
bits and generates two random numbers, r; and r», each of
size 128 bits. Then, UD; calculates IV; as the result of XOR
operation between SIDyp,, r2, and Ty, K, as SPyp,;, AD; as
SIDyp;, and PT; as the concatenation of SIDgp, and ry. Here,
IV1, K4, ADy, PTy, and SIDgp, are the initialization vector
(IV), key, associative data (AD), plaintext, and identity of the
desired smart sensing device SDy, respectively. Then, UD; uses
AEGIS to compute ciphertext CT7 and message authentication
code MAC as {CTy, MAC,} = Eg,(IVi,ADy, PTy). Finally,
UD; constructs message MSG; and sends it to MCN; through
a public channel.

AKA 2: MCN; checks the validity of received timestamp

2

Ty by verifying if |77 — T7| < AT, where T} is the

Authorized licensed use limited to: UNIVERSITY OF SOUTHAMPTON. Downloaded on May 22,2025 at 11:09:16 UTC from IEEE Xplore. Restrictions apply.



17202

reception time of MSG;. If this condition is not met, MCN;
halts any further processing. Otherwise, MCN; extracts the
received identity SIDyp, from MSG and verifies the condition
(SIDyp,; = SID%DI, or SIDyp;, = SIDI;]D’,). If the condition is
true, MCN; retrieves the corresponding ciphertext and message
authentication code pair {CT;, MAC;}. MCN; further extracts
it own parameters Cuycy; and Xycy; and then computes
Rucn; = PUF(Cmcny), (SIDymen;|ISPucn) = Xmen; ©
h(RMCA/j)7 K; = SPMCN]-, ADy = SIDMCNj and IV, = SIDMCN].,
where K;, AD;, and IV, are key, AD, and IV, respectively.
Moreover, by employing AEGIS, MCN; computes {PT;, L} =
Dk, (IV2,AD,, CT;, MAC;). If the verification of MAC; fails,
MCN; aborts the AKA procedure. Otherwise, MCNj retrieves
{SIDsp, , SPyp,} from plaintext PT;.

AKA 3: MCN; additionally computes [V3 as XOR of
SIDyp;, r2, and Ti, sets K;, to SPyp, and AD3 to SIDyp,.
It then uses these values, along with CT; and MAC; as
well as by employing AEGIS, to compute {PTp,l} =
Dk, (IV3,ADs3, CTy, MACy). If the verification of MAC fails,
MCN; aborts the procedure. Otherwise, MCN; retrieves
SIDsp, ||y from plaintext PT;. MCN; then checks that SIDgp,
is in PT;. If it is not, the process is aborted.

AKA 4: Next, MCN; searches SIDsp, and retrieves
the corresponding ciphertext and message authentication
code pair {CTsp,, MACsp,}. It then computes {PT3, 1} =
Dk, (IV2,AD;, CTsp,, MACsp,). If verification of MACsp,
fails, MCN; aborts the AKA procedure. Otherwise, MCN;
retrieves {SPp,} from plaintext PT3.

AKA 5: In order to derive additional parameters, MCN;
performs some computations. First, it computes X3 by taking
the hash of the concatenation of SIDyp, and ri. Then, X3 is
split into two parts of 128 bits each to obtain X5 and Xé’ . ID,
is derived from X4 and Xé’ by applying the XOR operation.
After computing these values, MCN; updates SIDIZ/D,- with the
value of SIDyp,, and SID%,DI_ with the value of ID,,. MCN; then
picks two random numbers r3 and r4 and current timestamp
T, and computes IV4 =T, @ r3, K. = SPp,, AD4 = SIDgp,,
PTy = (X3llr4), and {CT>, MACy} = Ek, (IV4,ADy, PTy).
Finally, MCN; constructs message MSG> and transmits it to
SDy via an open channel.

AKA 6: SD; first verifies the freshness of the received
MSG,. If fresh, SDy retrieves its own parameters Csp,
and Xgp,. Then, it computes Rsp, = PUF(Csp,),
(SIDsp, |SPsp,) = Xsp, ®h(Rsp,), IVs = T, ®r3, K4 = SPp,,
ADs = SIDsp, and {PTs, L} = Dk,(IVs, ADs, CT», MAC>). If
the verification of MAC, fails, SDy aborts the AKA procedure.
Otherwise, it retrieves {X3||r4} from plaintext PT5s.

AKA 7: Furthermore, SDy picks current timestamp 73
and a random number rs and then split X3 into X5 and
X%, SDy computes IVe = X & T3, K. = X}, ADg =
SIDsp,, PTe = r4 ® rs @ SPsp, ® SIDsp,, {CT3, MAC3} =
Ek,(IVg, ADg, PTg), and the session key shared with U; as
SKp,u; = h(X3||PTs||T3). Finally, SD; constructs a message
MSGs that includes {CT3, MAC3, T3}, and transmits it to UD;
via an open channel.

AKA 8: UD; verifies the freshness of the received MSG3.
If fresh, UD; then computes X4 = h(SIDyp,||r1) and then
split Xy into two equal size parts X7 and Xf{ each of size 128
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bits. Next, UD; further computes IV; = Xi’ ® T3, Kr = X7,
AD7 = SIDsp,, and {PT7, L} = Dk, (IV7,AD7, CT3, MAC3).
If verification of MAC3 fails, UD; aborts the AKA procedure.
Otherwise, UD; and SDj successfully established the session
key, which is computed as SKy.p, = h(X4||PT7||T3), and the
updated SIDyp, is computed as SIDyp, = X§ @ Xf{ .

Fig. 2 summarizes the login and AKA procedure with the
associated interactions between the participating parties.

E. Password Update Phase

When U; needs to update its password, the below steps are
required to accomplish this task.

Step 1: First, IDy, and the current password PW;, must be
entered into UD; to begin the password update process.

Step 2: Second, UD; computes R} = PUF(PW?),
(rny|lrn2) = Xup, ® h(UD;||PW?), and X; = h(ID;||[PW}||R?).
UD; further computes Kyp, = X{' @ Xf’ and {PTyp,, L} =
DKUD[ (IVi,AD,', CTUD,'vMACUD,')» where [Vi = rnj, AD,’ =
rny. If the validation of MACyp, does not succeed, the process
of updating the password is terminated. Alternatively, if suc-
cessful, UD; prompts U; to input a new password, denoted as
PW;', and subsequently recalculates the following parameters
again Xj;p,. = (r1llr2) @ h(ID;||PW), R} = PUF(PW}), X;; =
h(ID;i|[PW!IRY), K}, = X4 & X5, and {CT}, , MACY, ) =
EKHUDi(IVi,ADi,PTi), where IVl' =T, AD[ = r, and PTi =
SPyp; [ISIDspy -

Step 3: Lastly, once the user’s password has been success-
fully updated, UD; stores the updated parameters {SIDyp;,
CTZDi, MACZDi, XIZ/D," PUF(-)} in its own memory.

F. Revocation

In the event that a legitimate user U; loses their user device
UD;, the TA has the capability to register and issue a new
device UD!®" for U;. To initiate this process, U; must provide
their previous identity /Dy, along with a physical verification
step, such as an ID card (or a similar document), to ensure
that the identity is not hijacked by an adversary. The following
steps outline the revocation procedure.

Step 1: U; transmits their previous identity /Dy, to the
TA along with the physical ID card (or similar document) to
prove their identity. TA conducts a search for IDy, within its
database. Upon finding a matching record, TA proceeds to
remove the associated entry linked to /Dy, and prompts U; to
initiate a new registration request.

Step 2: Once Uj; receives the message from TA, it generates
a new and unique identity represented as IDy;". U; securely
transmits the registration request message < I, ’g]‘j > to
TA. The following steps follow the procedure outlined in
Section III-B.

Step 3: U; keeps {SID’Zf[)Vi, CT{}%?, MAC’gfL‘)“i, X’L’,EDW;, PUF(.)}
in UD?®". TA also forwards the relevant secret credentials to
the corresponding MCN as discussed in Section III-B.

IV. SECURITY ANALYSIS

In this section, we examine the security aspects of the
proposed authentication scheme. We evaluate the security
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User device UD;

Master controller node M/ C'N; / Gateway GWW;

Smart device SD;,

{SIDyp,, CTyp, MACyp, Xup, PUF(-)}

{((SID;,,, SIDY ), CT,, MAC,
{SIDsp,, CTsp,, MACsp,}

{Xsp,; Csp,, PUF(:)}

Compute: R\ = PUF(PW}), SIDyp, = SID} ),
(rny||rng) = Xpp, @ R(ID;||PW}),

X, = h(ID,|PW/|R).

Kyp, = X! ® X!,

1V; = rnq, AD; = rna,

{PTyp,, L} = Dg,, (IV;, AD;, CTyp,, MACyp,):
Error, if verification of M ACyp, fails,

Else, retrieve P1yp, = {SIDsp,, SPyp,}-

IVy = SIDyew,,

AKA-1:

Pick: 71,79, 11,

Compute: IV; = SIDyp, @ r2 @ T4,
K, = SPyp,,AD, = SIDyp,,

PT, = SIDSD‘ Hﬁ.

{CT, MAC\} = Ek,(IV}, ADy, PTh);

AKA-3:

MSG\={SIDyp;, CTi, MAC\, rs, T1}

AKA-4:
(Via public channel)

AKA-5:
AKA-8: )
Check if |75 — Ti| < AT, if not, abort
Compute: Xy = h(SIDyp,||r1),
Split: X into X{ and X,’l‘,
Compute: [Vz = X! & T3, Ky = X{,
AD; = SIDgp,,
{PT;, L} = Dg,(IV;, AD-, CTs, MAC3):
Error, if verification of M AC} fails,
Else, retrieve P17 = 14, @ 15 ® SPsp, ® SIDgp,,
Compute: SKy,p, = h(X4||PT%||T3),
Update: STDyp, = X{ & X}

1D, = Xf;’ 5 Xﬁ

Pick: 73,74, Th,

MSGy={CTy, MACs, r3, Ty}
(Via public channel)

AKA-2: ,
LG-1: Confirm if |7} — T}| < AT} otherwise, terminate.
Enter: ID;, PW; Retrieve: SIDyp, from MSG),
LG-2:

Search: SIDyp,, Check if (SIDyp, = SIDfp or

If so retrieves {C'T’h MAC;},

Compute: Rycn, = PUF(Cucn,),
(SIDwen|ISPucy,) = Xuc
K; = SPycn,, ADy = SIDycn,,

{PT,, L} = Dy (IVa, AD,, CT;, MAC;):
Error, if verification of M AC; fails,
Else, retrieve PT; = {SIDgp,, SPyp,};

Compute: [V3 = SIDyp, &1y @17,

Ky = SPyp,, AD3 = SIDyp,

{PTs, L} = Dg,(IVs, AD3, CT\,M AC)):
Error, if verification of M AC| fails,

Else, retrieve PTh = {SIDgp,||r1},
Check SIDgp, is in PT;, if not, abort

Search: SIDgp, and retrieve {CTsp,, MACsp,},
{PT3, L} = Dg,(IVy, ADy, CTsp,, MACsp,):
Error, if verification of M ACsp, fails,

Else, retrieve PT5 = {SPp,};

Compute: X3 = h(SIDyp,||r1),
Update: SID%D’ with SIDUD/ and S]DE/D, with ID,, {CT; 1\[14(}3} = Fy (1% AD(;, PTg);
Compute: [V, =T, ®rs, K. = SPp,,

ADy = SIDgp,, PTy = (Xs|r4),
{(CTy, MACy) = Ex(IVy, AD,, PT)):

@ h(Ryenw,),

AKA-6: )

Confirm if [Ty — T§| < AT} otherwise, terminate.
Retrieve: C.g/)k s XS]); N

Compute: Rgp, = PUF(Csp,),

(SIDsp,||SPsp,) = Xsp, ® h(Rsp,),

IVs = Ty ® 1y, Kg = SPp, ADs = SIDsp,,
{PTs, L} = Dy, (IVs, ADs, CTy, MACh):

If M AC, verification fails, raise an error; otherwise,
retrieve PT5 = {X;]|r4};

AKA-7:

Pick: 75, T3,

Split: X into X§ and X3,

Compute: [Vs = X, @ Ty, K. = X§, ADg = SIDsp,,
PTs =1,® 15 ® SPsp, ® SIDgp,,

SKpw, = MXs|| PTy||T3),

CTy, MACy, Ty}

(to U D; via public channel)

S[(U,Dk(: SK’D;U,) = h((h(S[D[:D’H’Fﬁ)”(?] Drs D SPD‘ D SIDS[A)”T{)

Fig. 2. Proposed scheme encompasses procedures for login, authentication, and session key agreement.

measures incorporated in our scheme to confirm its effective-
ness across various scenarios. The formal security analysis is
explained below.

A. Formal Analysis of Security Using ROR Model

The ROR model is employed to examine the proposed
scheme, showcasing its semantic security and confirm-
ing its achievement of the necessary session key security
(SK-security) levels. Initially, we present the ROR model
of the proposed scheme, followed by an analysis of its
SK-security.

Our scheme is evaluated using the ROR model, which
assigns the rth instance of an entity IT as I1’. Specifically, user
Ui, MCN MCN; and smart sensing device SDy are represented
as Iy, HMCNj and Ilgp,, respectively, and their f;th, #,th,
and r3th instances are denoted as H?]l_, HZ%ICNj , and H?Dk
correspondingly. A collision-resistant one-way hash function
h(-) and the PUF function PUF(-) are treated as random
oracles, publicly accessible to all entities in the ROR model.
Additionally, adversary A is provided with a set of queries to
simulate an attack under the ROR model.

1) Execute(l'[tl']l_, H;%,CN,, [Isp,): When this query is exe-

cuted, A can interéept all communications exchanged

between U;, MCN; and SDy. Therefore, this query is
regarded as an eavesdropping attack by A due to the
intercepted messages.

2) Reveal(T1"): By executing this query, A can unveil the
session key SK generated between H[LI/,- and Igp,.

3) Send(IT', MSG): This query enables A to transmit the
message MSG to I’ and acquire the corresponding
response message.

4) CormthD(l'ItL],l_): This query enables A to obtain the
confidential parameters that are saved in the stolen user
device.

5) CorruptSD(H?Dk): This query enables A to obtain the
confidential parameters that are saved in the stolen smart
sensing device.

6) Test(I1"): With this query, A can request the SK from
IT’, which responds with a randomized outcome deter-
mined by the unbiased coin flip result b.

Let us introduce some key definitions that form the basis of

our formal analysis.

Definition 1: Assuming that A has a polynomial-time
complexity of ¢, and is making at most Q queries to an encryp-
tion/decryption oracle with a length of Lgp, the advantage
of A in the online chosen ciphertext attack (OCCA3) can be
expressed as follows:
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AdVYG(Q, Lep, 1) < AV (Q, Lpp, 1,)
+ AdV(IbNT_CT(Q, LEp, tp) (1)

where AdvOPRP—CP A¢(9, LED, tp) denotes the advantage of
A in an “online pseudo-random permutation chosen-plaintext”
attack, and Adv/N T’CTqb (Q, LEp, tp) is the advantage of A in
maintaining the integrity of the ciphertext.

Definition 2 (Semantic Security): The security of the secret
session key SK established between U; and SDy within the
ROR model is contingent upon the attacker A ’s capability to
differentiate between the correct SK and a randomly guessed
SK. Let b denote the correct bit and b’ represent a bit randomly
guessed by A. The success probability of A is denoted as
SU. The advantage of A in breaching the SK security, which
is established during the AKA phase of the proposed scheme
P, can be expressed as

Adv?% (t,) = |2 - Prob[SU] — 1] )

where Prob[SU] is the probability of A guessing the correct
bit b. The scheme # is considered secure if Adv% is negligible
under the ROR model.
Having established these foundational definitions, we now
present the following theorem derived from the AKA phase.
Theorem 1: Let A be an attacker attempting to extract the
SK established between U; and SDj by running against the
proposed scheme & within polynomial time ¢p. The number of
queries made by A, including Send, Hash, and PUF queries,
are denoted as Qs, Oy, and QOpuf respectively. The function
h(-) has a range space of |Hash|, the PUF has a key length
of |PUF|, and the uniformly distributed password dictionary
has a size of |DT|. The advantage of 4 in compromising the
AEGIS scheme is given by Advg’CﬂCA3 (2, LED, tp) [as defined
in (1)]. Thus, the advantage of A in successfully obtaining
the SK established between U; and SD; can be characterized
as follows:

2
0; Qo | 2- 0y
Adv% (1) < 2 z
valt) = \Hash] T PUF| T DT
+2- AdVG(Q, Lip. ty). 3)

Proof: The proof involves six games that employ the same
queries as those discussed earlier.

Gamey: Game represents an actual attack conducted by
A against the proposed & within the realm of the ROR model.
The result of Gamey is determined by flipping an unbiased
coin, and therefore

Adv (t,) = 12 Prob[SUp] — 1. “)

Game; involves simulating an eavesdropping attack by A,
intercepting and monitoring all communication between Uj,
MCN;, and SDy during the AKA procedure. A then queries
Execute(l’[tl‘]i, H;%ICN,, [Isp, ), proceeds with Test and Reveal to
verify the authentic{ty of SKy,p, (= SKp,y;). Short-term and
long-term secrets are used to calculate SK between U; and
SDy.. A’s computation of SK is demanding, but the probability
of A winning remains the same as in Gamey, thus rendering
Gamey and Game; indistinguishable

Prob[SU;] = Prob[SUp]. 5)
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Game;: In this scenario, both the Hash and Send queries
are employed to simulate an active attack. A utilizes multiple
Hash queries to detect hash collisions. However, due to
the inclusion of random numbers and timestamps in every
message of P, the occurrence of hash collisions becomes
highly unlikely when A initiates a Send query. Consequently,
the birthday paradox leads us to the following conclusion:

o;
2|Hash|

|Prob[SU>] — Prob[SU1]| < (6)
Games;: Games is an extension of Game, that simulates
PUF() query. Since PUFs in UD; and SDy are secure

2

|Prob[SU3] — Prob[SU,]| < Oy 7
3 2= 2PUF

Gamey: Gamey simulates attacks on lost or stolen UD;
and password guessing. The objective is for A to retrieve the
encrypted secret SPyp, by successfully determining both ID;
and PW; within a limited number of guesses and attempts from
DT. During the game, A can utilize the CorruthD(l'Itllji)
query, which allows them to obtain the following information
from a stolen or lost UD;: {SIDyp,, CTyp;, MACup,, Xup,}.
The winning condition for A is to successfully determine both
ID; and PW; by making informed guesses and attempts from
DT. Consequently

[Prob[SU4] — Prob[SU3]| < % (8)
Games: In this game, A aims to obtain the session keys by
carrying out an active attack and using all intercepted messages
MSGy, MSG,, and MSG3 from U;, MCN;, and SDy, as well
as other secret parameters acquired from the previous games.
To achieve this, A must calculate SKy,p, (= SKp,u;) =
h(((SIDup, )l (rs ® rs & SPp, ® SIDsp)||T3). Note that
the AEGIS encryption algorithm secures all short-term and
long-term secrets and identities utilized to create an SK in P,
as explained in Definition 1. Therefore, we have

IProb[SUs] — Prob[SU4]| < AdvyT**(Q, Lep. 1,).  (9)

Upon finishing all games, A executes Test query, and flips a
fair coin to evaluate the semantic security of the SK. Therefore,
the probability of A being successful is

1
Prob[SUs] = - (10)
Now, from (4), we obtain
1 1
EAdvf;( (t,) = |Prob[SUp] — 5| (11)

By utilizing (10) and (11) as well as taking into account (5),
we can derive the following result:

1 P
EAdv % (t5) = |Prob[SUp] — Prob[SUs]|
= |Prob[SU;] — Prob[SUs]|. (12)

When the widely recognized triangle inequality is applied
to (12), it results in
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%Adv% (tp) < |Prob[SU;] — Prob[SU,]|
+ |Prob[SU;] — Prob[SU3]|
+ |Prob[SU3] — Prob[SUy4]|
+ |Prob[SU4] — Prob[SUs]|. (13)

Further substituting (6)—-(9) into (13) leads to (3). This
completes the proof. |

B. Informal Security Analysis

In this section, we conduct a thorough informal security
analysis to evaluate the effectiveness of our proposed scheme
against potential security threats, which are outlined below.

1) Anonymity and Untraceability: Our AKA scheme
ensures anonymity and untraceability by using fresh
timestamps and random numbers for message generation,
preventing an eavesdropper A from linking messages across
sessions. Each user U; uses a unique, session-specific
pseudonym SIDyp,, updated after each session, to maintain
anonymity. This approach also protects against identity guess-
ing attacks by preventing A from deducing U;’s true identity
from transmitted messages.

2) Desynchronization Attack: Our AKA scheme prevents
desynchronization attacks by storing both current and previous
pseudonyms (SID%DI_, SID’Z]DI_) at the MCN, MCN;. During the
AKA phase, MCN; updates SID{;,. with ID, and SIDIZ/D,- with
SIDyp,. If A launches a jamming or packet drop attack, U;
can use the old SID‘Z,DI, to complete the session, as MCN;
keeps both identities. After a successful AKA session, SIDyp,
is updated with /D, on U;’s side, maintaining anonymity and
privacy. Additionally, in light of the potential for a timestamp-
based desynchronization attack by A, the proposed scheme
mitigates such threats by embedding timestamps in the com-
putation of authentication tags (CT, MAC). Specifically, each
message in the protocol is accompanied by a timestamp, and
the (CT, MAC) pair is generated with random nonces, times-
tamps, and unique session identifiers. If an attacker attempts
to alter the timestamp in an effort to desynchronize the session
states between the communicating parties, the altered message
will fail the authentication check due to the mismatch in the
computed MAC, which includes the timestamp. As a result, the
message will be rejected, and the authentication process will
be terminated immediately, ensuring a robust defense against
timestamp-based desynchronization attacks.

3) Password Guessing Attacks: Our scheme prevents pass-
word guessing attacks by never transmitting user passwords
in plaintext or masked form. Even if A accesses val-
ues {SIDyp,, CTyp,, MACyp,, Xup,}, guessing the password
requires knowing ID;, which is infeasible. Thus, our scheme
is secure against both online and offline password-guessing
attacks.

4) Replay Attacks: Our AKA scheme prevents replay
attacks by embedding timestamps in messages MSG; through
MSGs. If A replays these messages, the recipient can detect
the attack through timestamp verification. This ensures the
integrity and confidentiality of communication.

5) Man-in-the-Middle Attack: A may try a man-in-the-
middle attack between U; and MCN; by manipulating MSGj.
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However, this requires knowledge of SPyp,, SIDsp,, and ry,
making it unlikely to succeed. Even if A is a registered
user Uj, it cannot generate valid CT; and MAC; for U;.
Similarly, intercepting and fabricating MSG, without SPsp,,
SIDsp,, and r4 is impossible. Furthermore, tampering with
MSGs is prevented due to untampered C73 and MACs. Thus,
our scheme is resilient to such attacks.

6) ESL Attack: Within our scheme, the session key SKp, y;
is ephemeral, being generated afresh in each iteration of the
AKA phase as detailed in Section III-D. SD; and U; compute
this key using a hash function 4 with short and long-term
secrets. Security analysis in two scenarios.

1) Case I: Even if adversary A has knowledge of the short-
term (ephemeral) keys rq, r4, and rs, it is still unable to
compute the session key SKp,y; without knowledge of
the long-term secrets SPp, and SIDsp, due to AEGIS
primitives and h(-).

2) Case 2: Even if A has complete knowledge of the
long-term secrets SPp, and SIDgp,, it remains com-
putationally infeasible for A to compute the session
key SKp,y;, without knowledge of the short-term keys
r1, 14, and r5 due to AEGIS primitives and A(-), which
ensure that the session key cannot be calculated without
knowledge of the short-term keys.

The session key SKp,y; depends on both ephemeral and
long-term secrets, providing forward and backward secrecy.
Leakage of SKp, y, does not affect past or future session keys.
Our scheme is resilient against attacks targeting ephemeral
secrets leakage.

7) Physical Smart Device Capture Attack: Smart sensing
devices are often deployed in hostile environments, and it
is possible for A to physically capture smart device SDj
from an FMS environment. Then, A may attempt to extract
secret data from the device’s memory, including Xsp, , through
physical attacks. However, retrieving the embedded challenge
and response pair (CRP) (Csp,, Rsp,) in the PUF of SDy
requires A to probe or modify the integrated circuit, which
will permanently alter the small physical changes in the
circuit and destroy the PUF. Therefore, even if /A manages
to obtain Xgp, successfully, it cannot recover the valid CRP.
Consequently, our scheme is resilient and immune to captured
smart sensing device attacks.

8) Stolen User Device Attack: Assuming that adversary A
has gained unauthorized access to registered user U;’s device
UD;, it is important to note that A cannot obtain user’s
sensitive attributes, such as SPyp, and SIDgp,, without knowl-
edge of user’s identity ID; and password PW;, as outlined in
Section III-B. Furthermore, any tampering attempts made to
alter the values of {CTyp,;, MACyp,, Xup,} on UD; will result
in validation failure during the login phase, while modifying
SIDyp, will result in validation failure during the AKA phase
at MCNj. Therefore, our scheme ensures the protection of
registered user’s sensitive information even in the event of its
device UD; being stolen.

9) Privileged Insider Attack: In our scheme, even if adver-
sary A has privileged access to TA and intercepts user
registration requests ID; transmitted securely, accessing reg-
istered user device UD; and extracting stored credentials is
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TABLE II
COMPARISON OF COMPUTATION OVERHEADS (IN MILLISECONDS)

Scheme User Master Controller Node/Gateway Smart Sensing Device Total Overhead
Das et al. [29] 14Ty + 1T =~ 6.647 9Ty ~ 0.009 7Ty ~ 0.049 6.705

Chen et al. [18] 3T + 5Ty ~ 19.682 1Tg + 7Ty ~ 1.826 2T + 3Ty ~ 13.119 34.672

Far et al. [30] 2Tg + 9Ty + Ty = 19.71 1T + 10Ty ~ 1.829 5Ty ~ 0.035 21.574

Yang et al. [31] 10Ty ~ 0.07 197T% ~ 0.019 8Ty ~ 0.056 0.145

Tanveer et al. [32] 4T 7¢ + 3Ty + T ~ 12.618

Proposed Scheme — Tp + 37T 75 + 4Ty ~ 4.564

3T 7 + Ty ~ 0.136
Ty 4+ AT 76 + 2Ty ~ 0.182

9T 76 + Ty ~ 3.031 15.785
Ty + 2T 76 + 2Ty ~ 3.038  7.784

fruitless. This is because sensitive credentials are protected by
a collision-resistant hash function 4(-) and AEGIS primitive,
making guessing infeasible for A. Additionally, without prior
knowledge of the user’s identity ID; and password PW;, A
cannot determine sensitive parameters SPyp, and SIDgp,.
Thus, our scheme is resilient against privileged insider attacks.
10) Impersonation Attacks: Suppose that adversary A
attempts to create valid authentication request message on
behalf of user U;. In order to accomplish this task, A needs
to choose a value Tlﬂ as well as two random numbers rlﬂ
and rf It then computes IV{?( = SID{,(D_ ® rzﬂ &1, K, =
SPyp,, AD\ = SIDyp,, PT{® = SIDsp, ||r{*, {CT{", MAC{"} =
Ek,(IV{", ADy, PT{"). However, A will find it difficult to
produce a valid AKA message MSGp, to impersonate U;
in the FMS environment without knowledge of the secret
credentials {SIDsp,, SPyp,;}. The same holds true for the other
communicated messages during the AKA process, i.e., MSG>
and MSG3. As a result, our scheme is safeguarded against
attacks that attempt to impersonate MCN;, U;, and SDy.

V. COMPARATIVE ANALYSIS

In this section, we present a comparison with detailed
analysis for the proposed scheme and other similar exist-
ing state-of-the-art schemes, including Das et al. [29],
Chen et al. [18], Far et al. [30], Yang et al. [31], and
Tanveer et al. [32].

A. Comparison of Computation Overheads

This section presents a comparative analysis of the com-
putational overheads of the proposed scheme against existing
state-of-the-art schemes. Operations, such as XOR and concate-
nation, are excluded from the evaluation due to their negligible
computational costs. To ensure a thorough assessment, the
basic cryptographic primitives are tested on two distinct
hardware platforms. For resource-constrained devices, such as
user devices and smart sensing devices, a Raspberry Pi 4 with
2 GiB of memory running Raspberry Pi OS (32-bit) is utilized.
For devices with higher computational capabilities, such as
MCN:s, servers, or gateways, a Windows 11 machine with
16 GiB of memory, an Intel Core i5-12500H CPU @ 3 GHz,
and a 64-bit operating system is employed. Each cryptographic
primitive is executed 1000 times, and the average execution
time is computed on both platforms to ensure reliable results.
The average execution times (in milliseconds) for various
cryptographic operations are recorded as follows: for hashing
operations, Ty, AEGIS encryption/decryption, T z¢, elliptic

TABLE III
TRANSMISSION PARAMETERS AND THEIR SIZES

Transmission Parameter Size (bits)

Random Number 128
Authentication Tag 128
User Identity 128
Hash Output 256
Elliptic Curve Point (ECC) 160
Timestamp 32

curve point multiplication, Tg, and fuzzy extractor operations
(approximated as Ty =~ Tg). On resource-rich computing
platforms, the average execution times are: Tz = 0.001 ms,
Tzg = 0045 ms, and Tg = 1.819 ms. On resource-
constrained platforms, the corresponding times are: Ty =
0.007 ms, T zg = 1.512 ms, and Tg = 6.549 ms. For PUF
operations, data reported in [33] is referenced, indicating that
the execution time for resource-constrained devices is 7Tp =
0.4 us, while for resource-rich devices, it is negligible.

Based on these reported execution times, the computational
overhead of our proposed scheme as well as the state-of-the-
art schemes are computed. The evaluation results are presented
in Table II. The total computational overhead of the proposed
scheme is 7.784 ms, which represents a 77.55% improvement
over Chen et al. [18] (34.672 ms), a 63.92% improvement over
Far et al. [30] (21.574 ms), and a 50.69% improvement over
Tanveer et al. [32] (15.785 ms). Although the proposed scheme
has a slightly higher overhead compared to Das et al. [29] and
Yang et al. [31], it compensates by offering enhanced security
features (see Table V). This tradeoff justifies the marginal
increase in computational overhead.

B. Comparison of Scheme Runtime

In this section, to rigorously assess the performance of
the proposed scheme, we implemented and evaluated its
complete execution overhead alongside several state-of-the-art
schemes, including those by Das et al. [29], Chen et al. [18],
Far et al. [30], Yang et al. [31], and Tanveer et al. [32],
on a designated experimental machine. The experimental
setup comprised a system equipped with 16 GB of RAM
and a 12th Gen Intel Core i5-12500 @ 3-GHz processor,
operating under Windows 11. Furthermore, a Python-based
testing script is executed 100 times to capture the vari-
ability and compute the average execution times of the
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Fig. 3. Comparison of scheme runtime.

TABLE IV
COMMUNICATION OVERHEADS COMPARISON

Scheme No. of messages No. of bits
Das et al. [29] 3 2400
Chen et al. [18] 4 2784
Far et al. [30] 4 3200
Yang et al. [31] 6 5376
Tanveer et al. [32] 3 1632
Proposed scheme 3 1632

different schemes. Fig. 3 depicts the runtime fluctuations of
the proposed scheme in comparison with other benchmark
schemes. Based on the experimental data, the average run-
times for the proposed scheme and the benchmark schemes
are as follows: our scheme achieved an average runtime
of 120.318 ms; Das et al. [29] reported 198.486 ms;
Chen et al. [18] documented 17.08 ms; Far et al. [30]
measured 217.348 ms; Yang et al. [31] recorded 8.699 ms;
and Tanveer et al. [32] registered 202.058 ms. In comparison
to [29], [30], and [32], the proposed protocol demonstrates
substantial reductions in overall runtime overhead, achiev-
ing decreases of 39.38%, 44.73%, and 40.45%, respectively.
Additionally, although the proposed scheme leverages the
more efficient AEAD primitive AEGIS, the incorporation
of additional secret credential retrieval operations introduces
extra runtime overhead, resulting in a slightly higher overall
runtime than [18] and [31]. However, considering that our
scheme integrates more comprehensive security features (see
Table V) and achieves lower communication overhead (see
Table IV), this increase is justifiable.

C. Comparison of Communication Overheads

Efficient communication management is a pivotal design
goal for AKA schemes. To evaluate the communication
efficiency of the proposed scheme, a comparative analy-
sis is conducted against five state-of-the-art AKA schemes,
including Das et al. [29], Chen et al. [18], Far et al. [30],
Yang et al. [31], and Tanveer et al. [32]. The comparison
results are summarized in Table IV, focusing on the number
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TABLE V
ANALYSIS OF SECURITY AND FUNCTIONALITY FEATURES

Feature [29] [18] [30] [31] [32] Proposed
FS$ v v v v v v
F8 v v v v v v
F S8y v v v v v v
T8y v v v v v v
TS5 X X v v v v
F S v X X X X v
FS§7 X v v v v v
F 8y v v v v v v
F 8y X v v X v v
F S v v v v v v
FS v X v X v v
F S X X v v v v
FS13 v v X v v v
FS1u v v v v v v

Note: ‘v’ indicates that the feature is available and ‘X’ means that the
feature is unavailable.

of messages exchanged during a single AKA cycle as well
as the number of bits transmitted. In all schemes consid-
ered, the transmitted parameters include random numbers,
timestamps, hash outputs, user identities, ECC points, and
authentication tags. To ensure a fair comparison, the sizes of
the parameters are considered as shown in Table III: random
numbers and authentication tags are 128 bits, timestamps
are 32 bits, user identities are 128 bits, hash outputs are
256 bits, and ECC points are 160 bits. In the proposed
scheme, three messages are exchanged during the AKA
process: MSGy = {SIDyp,, CT\, MAC:, r, T\}, MSG, =
{CT>, MAC3, r3, Ty}, and MSG3 = {CT3, MAC3, T3}, have
sizes of {128 + 256 + 128 4 128 4 32} = 672bits, {384 +
128 + 128 4+ 32} = 672 bits, and {128 + 128 4 32} = 288 bits,
respectively. Therefore, the total communication overhead
sums up to {672+ 6724288} = 1632 bits, which is the lowest
among the compared schemes, as illustrated in Table IV. This
is significantly lower compared to the baseline schemes: 2400
bits in Das et al. [29], 2784 bits in Chen et al. [18], 3200
bits in Far et al. [30], and 5376 bits in Yang et al. [31].
This reduction translates to a 32.0%, 41.4%, 49.0%, and
69.6% improvement, respectively. While the communication
overhead in Tanveer et al. [32] is identical to that of the
proposed scheme, the latter offers enhanced security features
(see Table V). These results highlight the efficiency and
security balance achieved by the proposed scheme.

D. Comparison of Security and Functionality Features

Table V provides a comprehensive comparison of the key
security and functionality features (F&7: “mutual authenti-
cation,” F&y: “key agreement,” FS&3: “replay attack,” FSy:
“impersonation attacks,” F&5: “untraceability,” FSg: “smart
sensing device theft attack,” F&7: “user device capture/theft
attack,” F 83: “man-in-the-middle attack,” F8y: “anonymity,”
FS10: “password update attack,” FS&1: “privileged insider
attack,” F8&19: “ESL attack,” F&13: “desynchronization
attack,” and F&14: “validated via formal model”) between
our proposed scheme and five state-of-the-art competitors.
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The analysis unequivocally demonstrates that our scheme
outperforms the other five schemes in terms of these features.
Thus, our proposed scheme exhibits superior security strength
and comprehensive functionality compared to the alternative
schemes.

VI. CONCLUSION

We have presented a new user authentication and key
agreement scheme for the FMS based on IIoT. Our proposed
scheme has integrated AEGIS primitive, hash function, and
PUF to provide strong security with low computational over-
head. Specifically, our scheme guarantees user authenticity,
establishes an indecipherable communication channel between
users and smart sensing devices through a session key,
and enhances physical security by preventing tampering. To
further enhance the security and integrity of the system,
our scheme has included a revocation phase and a pass-
word update phase, requiring the registration of legitimate
users and smart sensing devices with the MCN. Through
our analysis using the ROR model and informal, we have
demonstrated the resilience of our scheme against common
types of attacks in IloT-based environments. Furthermore, we
have conducted a thorough comparative analysis with existing
benchmark schemes, unequivocally demonstrating that our
approach surpasses them in terms of security and functionality
features, computational and communication overheads, and
runtime efficiency. Despite the robust design of our scheme,
a few limitations remain, particularly in addressing potential
vulnerabilities to denial of service attacks targeting the MCNss,
as well as stability challenges related to physically unclonable
functions under noisy conditions. Future work will focus
on addressing these issues to further improve the system’s
resilience and scalability.
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